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(54) LOCK AND SWITCH USiNG PRESSURE-TYPE FINGERPRINT SENSOR 



(57) A lock has a pressure-based f ingerpri nt sensor, 
the sensor detects the fingerprint pattern of the finger 
that presses the sensor, a matching circuit prepares a 
fingerprint code based on the detected fingerprint pat- 
tern, this code is compared with registered fingerprint 
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codes stored in a memory device to determine whether 
there is a match, and if there is a match, a control unit 
unlocks the locking mechanism of a concerned object. 
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Description 

Field of the Invention 

[0001] The present invention deals with locks and 
switches in which pressure-based fingerprint sensor is 
used. 

Background of the Invention 

[0002] Fingerprint matching systenns that detect fin- 
gerprints and compare them with fingerprirrt data in a 
stored database have been available in the prior art for 
some time now. Such fingerprint identification systems 
are being increasingly used in various devices for iden- 
tifying users. For example, door locks can be operated 
through the matching of fingerprints instead of ID num- 
bers. This prevents breach of security through misuse of 
ID numbers by unauthorized persons. Locks that use 
fingerprint matching systems are currently in use. 
[0003] Conventional fingerprint matching systems 
found in the prior art, however, have some shortcom- 
ings. In conventional systems, identification is per- 
formed by first sensing the fingerprint data and 
comparing it with fingerprint data in a database. So. 
such systems require a sensor (hereinafter referred to 
as lingerprint sensor*^ that detects fingerprint data 
which can then be used for matching. In conventional 
systems, fingerprint sensors are used which detect the 
fingerprint data utilizing the principles of light or electro- 
static capacitance. 

[0004] However, the optical fingerprint sensors some- 
times cannot accurately detect fingerprint data in strong 
ambient light, such as when used outdoors during the 
day. Also, capacitance-based sensors at times have to 
cope with noise because of electromagnetic waves 
present in the environment where they are used. More- 
over, both types of prior art fingerprint sensors are 
prone to error in the presence of moisture. Therefore, 
when such sensors are used outdoors on a wet day or 
in locations with high humidity, accurate fingerprint data 
sometimes cannot be obtained. Still another limitation is 
that sweat, grease, etc. on the finger often affects the 
detection accuracy of fingerprint data. 
[0005] Thus, fingerprint sensors based on light or 
capacitance have inherent nm'rtations. depending on the 
environment in which they are used, i.e.. the season, 
geographical location, the weather, etc. This type of 
lowered detection accuracy of fingerprint data directly 
leads to the non-functioning of locks that use such fin- 
gerprint sensors, considerably limiting the possible 
applications for such locks. Another problem with optical 
fingerprint sensors is that a fairiy large-sized device is 
required for accurate detection of fingerprint data. So. 
optical fingerprint sensors cannot be conveniently used 
for as part of a lock for objects that are relatively small. 
[0006] The present applicant had earlier applied for 
and was granted a Japanese Patent (Patent application 



NO HEI 5-277619/1993 and Patent No. 2557795) for a 
pressure-based fingerprint sensor (surface pressure 
input panel) which did not depend on optical or capaci- 
tance input. 

5 [0007] The present invention was made in view of the 
akx>ve-described prior art. Its objective is to overcome 
the shortcomings of conventional fingerprint sensors 
and to provide locks and switches that use pressure- 
based fingerprint sensors which are more reliat^le than 

10 conventional sensors. 

Description of the Invention 

[0008] The present invention includes the compo- 
15 nents described below for solving the problems of the 
prior art. In short, it comprises a lock equipped with a 
pressure-based fingerprint sensor, the lock having a 
locking mechanism that can lock or unlock the object 
that is to be secured, a pressure-based fingerprint sen- 
20 sor that detects the fingerprint pattern, a memory 
device that maintains registered (enrolled) fingerprint 
data, a matching unit that determines whether the fin- 
gerprint data created from the pattern detected by the 
pressure-based fingerprint sensor matches with finger- 
25 print data registered in the memory device, and a con- 
trol unit that operates the locking mechanism in 
response to the determination made by the matching 
unit 

[0009] More simply, when the pressure-based finger- 

30 print sensor is pressed by a finger, a fingerprint data set 
is created on the basis of the sensed fingerprint pattern. 
Whether this data set matches the registered fingerprint 
data is then determined. If there is a match, the control 
unit operates the locking mechanism. 

35 [0010] The locking mechanism is preferably, for 
instance, a latching solenoid. A semiconductor memory, 
a magnetic disk, an opto-magnetic disk, a hard disk, etc. 
may be used for the memory, but an EEPROM is prefer- 
abla The matching unit may be a digital processor, and 

40 the control unit can consist of a digital processor and an 
electronic drcuit. The object to be secured can be the 
object itself whose movement is to be controlled (such 
as a door), or a lock which is attached to such an ot^ect, 
and the lock can have any type of mechanical oonfigu- 

45 ration. 

[001 1 ] In the present invention, the control unit can be 
set up so that it would unlock the locking mechanism 
and permit movement of the object when the matching 
unit determines that the sensed fingerprint data nnatch 

50 with the registered fingerprint data. 

[0012] The control unit can also be set up so that the 
locking mechanism will prevent the movement of the 
object when the matching unit determines that the 
sensed f ingerprint data do not match with the registered 

55 fingerprint data. 

[001 3] Also, in the present invention, the matching unit 
can be embedded in a single pc board, pc card, inte- 
grated circuit. VLSI, or the like (logic element). In that 
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case, both the fingerprint pattern detected by the pres- 
sure-based fingerprint sensor and the registered finger- 
print data maintained in the memory are both inputted 
into the logic element and the result of the determina- 
tion by matching unit is outputted from the logic element 
and received by the control unit. 
[001 4] This logic element can also house the memory 
device and the fingerprint sensor. The logic element is 
preferably a pc board. 

[001 5] When the logic element and other elements of 
the invention are distributed instead of integrated, any 
conventional method can be used for transmission of 
data (communication) between the matching unit and 
control unit. For example, the matching unit and the 
control unit can communicate electrically, or through 
wireless, infrared, magnetic coupling, or static electric- 
ity-based systems. 

[0016] The present invention is broad enough to 
include switching systems equipped with a pressure- 
based fingerprint sensor consisting of a switch that 
electrically connects electrical and electronic devices, a 
pressure-based fingerprint sensor that detects the fin- 
gerprint pattern, a memory device that maintains regis- 
tered fingerprint data, a matching unit that determines 
whether the fingerprint data set created from the pattern 
detected by the pressure-based fingerprint sensor 
matches the fingerprint data registered in the memory 
device, and a control unit that operates the switch when 
the matching unit decides that the fingerprint data 
match. 

[001 7] The present invention is also broad enough to 
include switching systems equipped with pressure- 
based fingerprint sensors which consist of a switch that 
electrically disconnects electrical or electronic devices, 
a pressure-based fingerprint sensor that detects the fin- 
gerprint pattern, a' memory device that maintains regis- 
tered fingerprint data, a matching unit that determines 
whether the fingerprint data set created from the pattern 
detected by the pressure-based fingerprint sensor 
matches fingerprint data registered in the memory 
device, and a control unit that operates the switch to 
turn off the power when the matching unit deddes that 
the fingerprint data match. 

[0018] In this embodiment of the invention, some of 
the elements can be contained in a single logic element 
Any known method may be used for data transmission 
between the matching unit and the control unit. 
[0019] The present invention also comprises a con- 
troller that outputs signals for operating a locking mech- 
anism to the control device of the locking mechanism, 
where the controller is equipped with a pressure-based 
fingerprint sensor that detects the fingerprint pattern, a 
memory device that maintains registered fingerprint 
data, a matching unit that determines whether the fin- 
gerprint data set created from the fingerprint pattern 
detected by the pressure-based fingerprint sensor 
matches with fingerprint data registered in the memory 
device, and a transmission unit that transmits the result 



of the matching to the control device as a signal for 
operating the locking mechanism. 
[0020] The present invention also comprises a con- 
troller that outputs signals for operating a control device 

5 that switches power to an electrical or electronic device, 
where the controller is equipped with a pressure-based 
fingerprint sensor that detects the fingerprint pattern, a 
memory device that maintains registered fingerprint 
data, a matching unit that determines whether the fin- 

10 gerprint data set created from the pattern detected by 
pressure-based the fingerprint sensor matches with fin- 
gerprint data registered in the memory device, and a 
transmission unit that transmits an operating signal to 
the control device to actuate the power supply switch, 

75 when the matching unit determines that the fingerprint 
data match. 

[0021] The present invention also comprises a oon- 
troller that outputs signals for operating a control device 
that disconnects power to an electrical or electronic 

20 device, where the controller is equipped with a pres- 
sure-based fingerprint sensor that detects the finger- 
print pattern, a memory device that maintains registered 
fingerprint data, a matching unit that determines 
whether the fingerprint data set created from the pattern 

25 detected by the pressure-based fingerprint sensor 
matches with fingerprint data registered in the memory 
device, and a transmission unit that transmits an operat- 
ing signal to the control device to operate the switch dis- 
connect power when the matching unit decides that the 

30 fingerprint data match. 

Brief Description of the Drawings 
[0022] 

35 

Rgure 1 depicts a schematic diagram of a lock in 
which a pressure-based fingerprint sensor is used, 
in Application Mode 1 of the present invention. 
Rgure 2 depicts a schematic diagram of the sensor 

40 used in the system shown in Rgure 1 . 

Rgure 3 depicts a flow chart of the processing in 
the matching circuit shown in Rgure 1. 
Rgure 4 depicts a diagram that explains Example 1 
of an application of the present invention. 

45 Rgure .5 depicts a functional block diagram of 
E)ample 1. 

Rgure 6 depicts a diagram that explains Example 2 
of an application of the present invention. 
Rgure 7 depicts a diagram that explains Example 3 
50 of an application of the present invention. 

Rgure 8 depicts another diagram that explains 
Example 3 of an application of the present inven- 
tion. 

Rgure 9 depicts a diagram that explains Example 4 
55 of an application of the present invention. 

Rgure 10 depicts a diagram that explains Example 
5 of an application of the present invention. 
Rgure 1 1 depicts a diagram that explains Example 
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6 Of an application of the present invention. 
Figure 12 depicts another diagram that explains 
Example 6 of an application of the present inven- 
tion. 

Figure 13 depicts a diagram that explains Example 5 

7 of an application of the present invention. 
Rgure 14 depicts a diagram that explains Example 

8 of an application of the present invention. 
Figure 15 depicts another diagram that explains 
Example 8 of an application of the present inven- to 
tion. 

Figure 16 depicts a diagram that explains Example 

9 of an application of the present invention. 
Rgure 17 depicts anotiier diagram that explains 
Example 9 of an application of the present inven- is 
tion. 

Figure 18 depicts a diagram that explains Example 

10 of an application of the present invention. 
Figure 19 depicts another diagram that explains 
Example 10 of an application of the present inven- 20 
tion. 

Rgure 20 depicts a diagram that explains Example 

11 of an application of the present invention. 
Figure 21 depicts a diagram that explains Example 

1 2 of an application of the present invention. 25 
Figure 22 depicts another diagram that explains 
Example 12 of an application of the present inven- 
tion. 

Rgure 23 depicts another diagram that explains 
Example 12 of an application of the present inven- 30 
tion. 

Figure 24 depicts a diagram that explains Example 

13 of an application of the present invention. 
Rgure 25 depicts a diagram that explains Example 

1 4 of an application of the present invention. 35 
Figure 26 depicts a diagram that explains Example 

15 of an application of the present invention. 
Figure 27 depicts a diagram that explains Example 

16 of an application of the present invention. 

Figure 28 depicts a diagram tiiat explains Example 4o 

1 6 of an application of the present invention. 
Figure 29 depicts a schematic diagram of a lock in 
which the pressure-based fingerprint sensor is 
used in Application Mode 2 of the present invention. 
Figure 30 depicts a diagram showing an alternative 4s 
structure for the lock depicted in Figure 29. 

Figure 31 depicts an example for applying the 
present invention to a specific set of devices. 
Figure 32 depicts anotiier example for applying the 
present invention to a different set of specific so 
devices. 

Figure 33 depicts a diagram that explains Example 

1 7 of an application of the present invention. 
Figure 34 depicts a diagram that explains Example 

1 8 of an application of the present invention. ss 
Rgure 35 depicts a diagram that explains Example 

19 of an application of the present invention. 
Rgure 36 depicts a diagram that explains Example 



20 of an application of tiie present invention. 
Rgure 37 depicts a diagram that explains Example 

21 of an application of the present invention. 
Rgure 38 depicts a diagram that explains Example 

22 of an application of the present invention. 
Rgure 39 depicts a diagram that explains Example 

23 of an application of the present invention. 
Rgure 40 depicts a diagram that explains Example 

24 of an application of the present invention. 
Rgure 41 depicts a diagram that explains Example 

25 of an application of the present invention. 
Rgure 42 shows a flow chart for the software in the 
system depicted in Rgure 41 . 

Rgure 43 depicts a schematic diagram of a switch 
in which a pressure-based fingerprint sensor is 
used in Application Mode 3 of the present invention. 
Rgure 44 depicts a diagram that explains Example 

26 of an application of the present invention. 
Rgure 45 depicts a diagram that explains Example 

27 of an application of tiie present invention. 
Rgure 46 depicts a diagram that explains Example 

28 of an application of the present invention. 

Best Modes for Practicing the Invention 

[0023] We shall now explain the best modes of apply- 
ing the invention while refenring to the drawings. 

[Application Mode 1] 

[0024] Rgure 1 shows a diagram of a lock equipped 
with a pressure-based fingerprint sensor 1 0 (hereinafter 
tills lock is referred to simply as "sensor lock") in Appli- 
cation Mode 1 of the new inventk)n. in this Rgure, the 
sensor lock 10 consists of a sensor unit A, a matching 
circuit B connected to A, a control circuit C (tNs corre- 
sponds to the control unit) connected to B, and a latch- 
ing solenoid D (the locking mechanism) connected to C. 
[0025] The sensor unit A detects the fingerprint pat- 
tern of a finger that is pressed against the sensor. The 
matching circuit B matches the fingerprint pattern 
detected by A with the pre-registered fingerprint data 
and sends the result to the control circuit C. The control 
circuit C outputs a control signal, according to the result 
of matching done by B. to the latching solenoid D which 
acts according to the signal received, to carry out the 
unlocking/locidng operation of the concerned object E. 
We shall now explain the configuration of each part in 
greater detail. 

<< Sensor Unit)) 

[0026] As shown in Figure 1 , the sensor unit A is an 
IC where a pressure-based fingerprint sensor (hereinaf- 
ter referred Id sinply as "sensor*^ 100» a control circuit 
1 18, an x-direction resistor 160. and a y^iirection resis- 
tor 170 are integrated into one chip. A surface pressure 
input panel, such as the one that has been described in 
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Japanese Patent Unexamined Publication NO Hei 8- 
68704 (69704/1996) Patent No. 2557795, and a finger- 
print print pattern detection circuit (a control circuit) are 
used in the sensor unit A. 

[0027] Figure 2 (a) depicts a structural diagram of the 
sensor 100 (surface pressure input panel). Here, the 
sensor 100 has a flexible pressure sheet 102 which has 
a conductive film 102a at its bottom surface. Sensor 100 
also comprises a circuit board 103 in which the scan- 
ning electrodes 130 and 140 are anfanged in a matrix 
pattern on the insulator base plate 1 10. A thin film tran- 
sistor (TFT) 1 20 and a conductive contact plate 1 50 are 
provided at each crossing point of the scanning elec- 
trode wires 130 and 140. The conductive film 102a of 
the pressure sheet 102 is so laminated that it comes in 
contact with the conductive contact plates 150 of the cir- 
cuit board 103. The gate and drain of the TFTs 120 are 
connected to the ends of the scanning electrode wires 
130 and 140 arranged in a matrix pattern, and the 
source is connected to the conductive contact plate 
150. 

[0028] Figure 2(b) depicts a diagram explaining the 
functioning of the sensor unit A. When the sensor 100 is 
pressed by a finger and the scanning signals are sent 
out from x-direction resistor 160 and the /-direction 
resistor 170, the signal from each detection element, 
the main part of which is the TFT 120, is fed to the con- 
trol circuit (detector) 1 18 as a time series and outputted 
to the matching circuit B. Here, the signal from each 
detection element differs depending on the pressure 
applied by the finger on the sensor 100» i.e., depending 
on whether it was pressed by a ridge or whether there 
was no ridge (valley) at that location in the finger. There- 
fore, by expanding the signal from the detection ele- 
ments on to an x-y plane according to their location we 
can obtain the fingerprint pattern Omage data) of the fin- 
ger used to press the sensor. 

[0029] In this exanple. a number of TFTs 120 were 
preferably used in the sensor. But thin film diodes may 
instead be used. 

< (Matching Circuit)) 

[0030] The matching circuit B shown in Figure 1 is 
equipped with a DSP (digital signal processor) 12 which 
is the matching unit and has a flash memory 1 1 , a RAM 
(random access memory) 13 connected to the DSP 12, 
and an EEPROM (electrically erasable programmable 
ROM) 14 which is the memory device. The HDD (hard 
disk) 15, which is also a memory device, and the input 
unit 16 are connected to the matching circuit B. 
[0031 ] The flash memory 1 1 preferably maintains the 
various control programs that will be executed by the 
DSP 12. For example, the flash memory 11 preferably 
maintains the programs. like the fingerprint code encod- 
ing program 17. the fingerprint matching program 18, 
the fingerprint registering program 19. etc.. which are 
externally loaded. However, the control programs main- 



tained in the flash memory can be pre-installed, such as 
in the form of built-in firmware. 
[0032] The DSP 12 receives the fingerprint pattern 
from the sensor unit A, through the execution of the con- 
5 trolprograms 17- 19 maintained in the flash memory 11. 
The DSP 12 is connected to the sensor unit A through 
signal wires SI to S4. 

[0033] The signal wire SI is used by the DSP 12 to 
send the driving clock signals from the dock generation 

10 circuit (not shown) to the control circuit 1 1 8 of the sen- 
sor unit A. DSP 12 receives the fingerprint pattern from 
the control circuit 118 over signal wire S2. DSP 12 
sends the scanning commands to the x-direction resis- 
tor 1 60 and the y-direction resistor 1 70 over signal wires 

15 S3 and S4. 

[0034] When the DSP 12 outputs the scanning com- 
mand through the signal wires S3 and S4 as in the 
atx>ve setup, scanning signals are outputted from the x- 
direction resistor 160 and the y-direction resistor 170 

20 and the control circuit 1 1 8 which receives the fingerprint 
pattern. The DSP 12 then receives, in step with the driv- 
ing clock, the fingerprint pattern from the control circuit 
118 through the signal wire S2. Upon receiving the fin- 
gerprint pattern from the sensor unit A, the DSP 12 car- 

25 ries out the process of fingerprint encoding, matching, 
registering, etc. These processes wilt be discussed 
again, infra. 

[0035] The RAM 13 is used mainly as the work area 
of the DSP 12. 

30 [0036] The EEPROM 14 maintains the registered fin- 
gerprint codes (registered fingerprint data) used for 
matching by the DSP 12. In this application mode, the 
EEPROM 14 can maintain about 5 to 10 registered fin- 
gerprint codes. 

35 [0037] The HDD 15 stores the registered fingerprint 
codes that are in excess of the capacity of the EEPROM 
14 to store. Thus, the HDD 15 is used only when the 
registered fingerprint database is large. 
[0038] The input unit 16 is used to input the ID code 

40 (encoding key) which is used, for instance, when the 
DSP 12 encodes the fingerprint data. This input unit 16 
can be detachably installed on the matching circuit B or 
it can be integrated with B. 

[0039] Figure 3 is a flow chart of a typical software for 
45 the DSP 12. The program shown in Rgure 3 starts 
processing when the DSP 12 receives the fingerprint 
pattern from the sensor unit A. 

[0040] Firstly the DSP 12 executes the fingerprint 
encoding step SOI using the fingerprint pattern 

so received from the sensor unit A. In other words, the DSP 
12 extracts a number of characteristic points called 
minutiae from the fingerprint pattern. Then, by encoding 
the relative positions of each minutia it creates a finger- 
print code, of about 256 bytes for instance. 

55 [0041] In the next step, the DSP 12 determines 
whether the fingerprint code generated in Step SOI is to 
be recorded as a registered fingerprint code or not 
(Step S02). If it determines that is to be registered (S02: 
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"Yes"), the processing proceeds to SOS. If it decides oth- 
erwise (S02; "No"), the processing proceeds to Step 
S04. 

[0042] When the DSP 12 advances to Step S03, the 
fingerprint code created in Step SOI is stored in an 
appropriate area of the EEPROI\^ 14 or the HDD 15 
(Step S03) and the processing is completed. 
[0043] On the other hand, if the DSP 12 advances to 
S04, the matching of the fingerprint is carried out. In 
other words, DSP 12 reads out the registered fingerprint 
codes either from the EEPROM or the HDD and com- 
pares them with the fingerprint code obtained in Step 
SOI (we shall call this the "offered fingerprint code") and 
determines whether there is a match, tf a number of 
registered fingerprint codes are maintained in the EEP- 
ROM and the HDD, each registered fingerprint code is 
compared with the offered fingerprint code for a possi- 
ble match. 

[0044] The DSP 1 2 outputs the result of Step S04 (the 
result of the matching) to the control circuit C (Step 
SOS). In this step, the DSP 12 outputs a "Yes" signal if 
there is a match between the offered fingerprint code 
and one of the registered fingerprint codes, and a "No" 
signal if there is no match. 

[0045] Alternatively, after the DSP 12 asks for the 
input of an ID code (encoding key) from the input unit 16 
in Step SOI , and the fingerprint code is encoded using 
this ID code, the encoded fingerprint may be registered 
in the EEPROM 14 or the HDD 15 in Step S03. In this 
case, the DSP 12 demands the input of the ID code in 
Step S04 and then uses the ID code to decode the fin- 
gerprint codes stored in the EEPROM and the HDD for 
matching. 

[0046] Alternatively, the system can be set up so that 
after the DSP 12 demands the input of the ID code 
(encoding key) through the input unit 16 in Step S04, 
the inputted ID code and the registered ID codes are 
compared and a "Yes" signal is output in Step SOS only 
if there is a match between the fingerprint code and the 
ID code. In this case, the pre-registered ID code is 
stored in the EEPROM 14 for instance. 

< (Control circuit and the Latching Solenoid ) > 

[0047] The control circuit C shown in Figure 1 latches 
in response to the output signals ("Yes" or "No") from 
the matching circuit B. It allows current flow between the 
terminal T1 andi T2 according to the signal. In other 
words, when it receives a "Yes" signal, the control circuit 
C passes current from the terminal T1 to the terminal T2 
as a control signal. On the other hand, when the control 
circuit C receives a "No" signal, it passes current from 
terminal T2 to terminal T1, as a control signal. 
[0048] The latching solenoid D has coil 21 . the ends 
of which are connected to the terminals T1 and T2, and 
a pin 22 that can move inside the coil 21. The con- 
cerned object E, which has to be locked or unlocked, 
has a latching hole 23 that is aligned with an end of the 



pin 22. Here, the part that will be latched by the pin 22 
can have any shape as long as it can lock or unlock the 
movement of concerned object E. 
[0049] The pin 22 moves away from the concerned 

5 object E when the current flows from the terminal T1 to 
terminal T2, completely disengaging the end of the pin 
22 and the hole 23 (Position 1). On the other hand, 
when the current flows from terminal T2 to terminal T1 , 
the pin moves towards the object E, assuming the Posi- 

10 tion 2 where one end of the pin 22 engages the hole 23. 
[0050] Therefore, when the pin 22 is in Position 2, the 
movement of the object E is restricted or locked. When 
pin 22 is in Position 1 , on the other hand, the restriction 
is removed and the concerned object E is unlocked. 

IS [0051 ] The pin 22 assumes only one of the positions, 
i.e.. 1 or 2, and retains that position depending on the 
control signal from the control circuit C. Pin 22 main- 
tains Position 1 during the time when the control circuit 
C receives a "Yes" signal until the time it receives a "No" 

20 signal. Pin 22 remains in Position 2 from the time the 
control circuit receives a "No" signal up to the time it 
receives a "Yes" signal. 

[0052] So, when a user (who may be one of a selected 
group of persons) of the above-described sensor lock 

25 10 presses a finger (the index finger for instance) which 
correspK>nds to one of the registered fingerprint codes, 
against the sensor 100, the matching circuit B outputs a 
"Yes" signal and the pin 22 assumes Position 1 unlock- 
ing concerned object E. On the other hand, if the user 

30 presses a finger (the middle finger for instance) that 
does not correspond to any one of the registered finger- 
print codes, a "No" signal is output by the matching cir- 
cuit B and the pin 22 assumes Position 2. locking object 
E. 

35 [0053] Here, the concerned object E that is to be 
locked or unlocked can be an object (like a door) itself 
the movement of which is to be locked, or a conven- 
tional lock (like a lock attached to a door, etc.) which is 
attached to the object the movement of which is to be 

40 locked or unlocked. 

[0054] In this application, the control circuit C is set up 
so that the pin 22 of the latching solenoid D shifts its 
position depending on a "Yes" or "No" signal received by 
the control circuit 0. However, it can be set up so that 

45 the pin 22 moves between Position 1 and Position 2 only 
when the control circuit receives a "Yes" signal. In this 
case, every time the sensor 100 is pressed with a 
matching finger, locking or unlocking of the concerned 
object E is carried out. 

50 [0055] In this application mode, we have so far dis- 
cussed only the case in which only one matching circuit 
B is used. However, more than one matching circuit B 
may be provided if a large number of registered finger- 
print codes have to be handled. In that case, the system 

55 is set up so that the offered fingerprint pattern is fed for 
verification to each of the matching circuits B and if a 
"Yes" signal is output from any one of the circuits B. then 
a "Yes" signal Is sent to the control circuit C. If there is 
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no "Yes" signal sent from any of the matching circuits B, 
a "No" signal Is sent to the control circuit C. In this man- 
ner, the processing can be speeded up and the 
response time, from the point when the sensor 100 is 
pressed to the time of locking or unlocking of the con- 
cerned object E» can be reduced. 
[0056] The sensor lock 1 0 can be provided with power 
generating component, such as solar cells. It can also 
have some power storing element (like batteries) that 
can be used to accumulate the power produced by the 
power generating component. 
[0057] The sensor lock 10 of Application Mode 1 is not 
susceptible to the effects of moisture (humidity in the 
atmosphere, rain, sweat, etc.), dryness, greasiness of 
the finger, etc. compared to the optical or capacitance- 
based sensors, because it uses a pressure-based sen- 
sor. Therefore, the sensor lock 10 can be used irrespec- 
tive of the season, geographical location, weather, and 
other environmental factors. Moreover, the sensor lock 
1 0 is far less sensitive to the effect of outdoor light, radio 
waves, other electromagnetic waves, etc. compared to 
conventional fingerprint sensors, and therefore, it has a 
wider applicability. An additional advantage of the sen- 
sor lock 10 is that it is very light, small, short, and thin 
and consumes very little power compared to conven- 
tional fingerprint sensors. Therefore, the system can be 
miniaturized and the sensor lock 10 can be fitted with 
only minor modification to the concerned object E. 
[0058] The sensor lock 10 shown in Figure 1 can be 
provided with a warning mechanism like a buzzer, LED 
or other display device, light, etc. for indicating when the 
fingerprint code does not match, the power level is low. 
there is an overflow of memory capacity, the sensor lock 
is malfunctioning, etc., or when the sensor 100 is not 
properly pressed. This would ensure proper use and 
maintenance of the sensor lock 10. 
[0059] The sensor lock 10 shown in Rgure 1 prefera- 
bly has a structure that enables recording of the finger- 
print of any finger that presses sensor 100. This permits 
the tracing of the use of the sensor lock (by whom and 
how often) on the basis of the recorded fingerprint 
codes, and the persons with registered fingerprints 
(whose fingerprint data are recorded for permitted use 
of the sensor lock 10) can be managed. Also, non- 
enrolled persons who try to unlock the concerned object 
E by using the sensor lock 10 can be identified and 
unauthorized use can be discouraged. 
[0060] The matching circuit B can be configured to 
reject an offered fingerprint code that matches perfectly, 
and with no minor inrperfections, with a registered fin- 
gerprint code (by outputting a "No" signal), and to dis- 
play a warning signal of the type mentioned earlier. The 
fingerprint code generated differs slightly each time the 
sensor is pressed, even if it is pressed by the same fin- 
ger. So, if the offered fingerprint code matches perfectly 
with a registered one it is likely that the offered code was 
created in an unauthorized manner using the registered 
code. This feature can thus prevent the unlocking of the 



object by unauthorized copying of a fingerprint code. 
[0081] The above-described sensor lock 10 can also 
have an auto-check feature. This a feature that confirms 
whether a person who has a registered fingerprint is 

5 actually operating the object E, by requiring a re-input of 
the fingerprint after a certain time interval, even if the 
object E (including those using a conventional lock) was 
once unlocked after the first matching. 
[0062] The sensor lock 10 can be set up to have drf- 

10 ferent categories of access, such as by grouping the 
registered users according the type of operation or 
according to the type of functions, so that persons 
belonging only to certain groups can operate the sensor 
lock 10 of the concerned object E (including the sys- 

75 terns that use a conventional lock). 

< Example 1 ) 

[0063] We shall now explain an example of tiie use of 
20 the sensor lock 10 described above. Rgure 4 shows an 
example of applying tiie sensor lock 10. Rgure 4(a) 
shows an example where a sensor lock 10 of the type 
shown in Rgure 1 is used for the doors and trunk of an 
automobile. 

25 [0064] In Figure 4(a). there is no keyhole in the doors 
and trunk of the car. Instead, the sensor lock 10 is 
installed in the door on the driver's side. The door han- 
dle 41 has the sensor unit A of the sensor lock 10. The 
sensor unit A is installed on the inside surface of the 

30 door handle 41 at the position where the index finger is 
normally placed when a person pulls the door knob 
towards himself, Rgure 4(b). The matching circuit B, tiie 
control circuit C, and latching solenoid D, all of the type 
shown in Rgure 1 , are installed inside the door. 

35 [0065] The trunk lid 42 has a door handle (not shown) 
for opening and closing the trunk A sensor A is installed 
on the back side of this handle also. The trunk lid 42 is 
so constructed that it can be opened by pulling the trunk 
handle towards the person who is opening the trunk. At 

40 the time when the doors and trunk are locked, the pin 22 
(see Rgure 1) of the sensor lock 10 is inside the hole 23 
on the door handle 41 and the trunk handle, restricting 
the movement of these parts. The door handle and tiie 
trunk lid handle are thus immobilized and their locking 

45 mechanisms cannot be unlocked, and the door and 
trunk remain closed. When a person with a registered 
fingerprint presses the sensor 100 of the door or the 
ti'unk with the appropriate finger, the linkage between 
the pin 22 and the hole 23 of that sensor get disen- 

50 gaged, releasing the restriction on the movement of the 
handle. So, if the registered person pulls the handle, it 
moves and the door or trunk gets unlocked, making it 
possible for it be opened. 

[0066] Rgure 5 is a functional block diagram of the 
55 sensor lock 10 used in Example 1. The sensor lock 10 
has a sensor 100 (sensor unit A), a coding unit 201 con- 
nected to the sensor 100. a registration and renewal 
unit 202 connected to the coding unit, and a code record 



13 



EP 0 976 897 A1 



14 



unit 203 that is connected to the registration and 
renewal unit 202. 

[0067] The coding unit 20 1 performs some of the func- 
tion of the DSP 1 2 of Figure 1 . It prepares a fingerprint 
code from the fingerprint pattern detected by the sensor 
100. The code registration and renewal unit 202 also 
performs some of the function of DSP 12 of Figure 1. It 
receives the fingerprint code form the coding unit 201 
and stores (renews) it in the record unit 203. The code 
record unit 203 corresponds to the EEPROM 14 of Fig- 
ure 1 and it maintains the fingerprint codes stored by 
the code registration and renewal unit 202 as the regis- 
tered fingerprint codes. The sensor lock 10 is equipped 
also with a matching unit 204 which is connected to the 
coding unit 201 , the access limit determination unit 206 
which is connected to the matching unit 204, the actua- 
tor driving units 205a and 205b and the access limit 
record unit 207, all of which are connected to the access 
limit determination unit 206, the time judging unit 213 
which is connected to the coding unit 201 and the 
matching unit 204, an alarm unit 214 which is con- 
nected to the matching unit 204 and the access limit 
determination unit 206. and a clock 216 which is con- 
nected to the time judging unit 213. 
[0068] Here, the time judging unit 213 maintains the 
current time data, on the basis of the clock signals sup- 
plied by the clock 216. The unit 213 receives a signal 
from the coding unit 201 when a fingerprint code has 
been prepared by coding unit 201, and provides the 
time of arrival of the code to the matching unit 204. 
[0069] The clock 21 6 is a clock generating circuit that 
provides clock signals to the time judging unit 213. The 
matching unit 204 performs some of the function of the 
DSP 12 of Figure 1. Upon receiving the fingerprint code 
from the coding unit 201 , the matching unit 204 reads 
out the registered fingerprint codes from the code 
recording unit 203 to determine whether there is any 
match between the offered fingerprint code and a regis- 
tered fingerprint code. Here, if the matching unit 204 
determines that there is a match, it outputs specific 
information atx>utthe matched fingerprint code (specific 
information about the owner of the fingerprint), a signal 
for unlocking the door or trunk (a "Yes" signal) and the 
arrival time of the code obtained from the time judging 
unit 213, to the access limit determination unit 206. On 
the other hand, when there is no match for the offered 
fingerprint code, the matching unit 204 sends out spe- 
cific information atx3ut the code (code-specific informa- 
tion) and a signal to prevent the unlocking of the door or 
trunk (a "No" signal), to both the access limit determina- 
tion unit 206 and the alarm unit 214. 
[0070] The access limit record unit 207 is. preferat)ly, 
a semiconductor memory device It maintains the 
access control data akx)ut the door and trunk derived 
from the specific information about the fingerprint code. 
Here, the access control data are data specifying 
access control specific to the owner of each registered 
fingerprint code. For example, it can be data about the 



time interval during which an enrolled person can use 
the car (permitted time period data). 
[0071] The access limit determination unit 206 can 
consist of a digital processor (DSP, CPU, etc.) or elec- 

s tronic circuit When it receives the code-specific infor- 
mation, a **Yes" signal and arrival time of the code, all 
from the matching unit 204, the access limit determina- 
tion unit 206 reads out the access control data cone- 
sponding to the code-specific information received, 

10 from the access limit record unit 207 and determines 
whether to provide access through the door or trunk, on 
the basis of the access control data. The access control 
unit 206 also determines whether the arrival time of the 
fingerprint code is within the permitted time period, if the 

15 access control data includes data on the permitted time 
period. 

[0072] The access limit determination unit 206 sends 
out a **No" signal and the code arrival time to the actua- 
tor unit 205b and the alarm unit 214 if it judges that 

20 access is to be denied (for instance when the code 
arrival time is outside the permitted time interval). On 
the other hand, if it judges that access can be permitted 
(if the code arrival time is within the permitted time inter- 
val, for instance) it outputs the code-specific infbrma- 

25 tion. a "Yes" signal and the code an^ival time to the 
actuator unit 205a. 

[0073] With the help of the above-described access 
limit determination unit 206. the unlocking of the door or 
trunk (the use of the car) can be controlled in relation to 

30 specific information about the fingerprint owner, even 
when there is a match of the fingerprint code. This fea- 
ture is very useful when one car is to be shared by a 
number of persons and the permitted time interval for 
use of the car is strictly regulated, even though only an 

35 authorized person can use a car. When there is no 
access control data corresponding to the code-specific " 
information in the access limit record unit 207, the 
access limit determination unit 206 provides the code- 
specific information about the code that came from the 

40 matching unit 204. a "Yes" signal, and the code arrival 
time to the actuator unit 205a Otherwise it sends a "No" 
signal that came from the matching unit 204 and the 
code arrival time to the actuator driving unit 205b and a 
"No" signal to the alarm unit 214. 

45 [0074] The actuator units 205a and 205b correspond 
to the control circuit C and latching solenoid D of Rgure 
1 . The actuator unit 205a, upon receiving the code spe- 
cific information and a "Yes" signal from the access limit 
determination unit 206. removes the restriction on the 

50 movement of the door handle 41 or the trunk handle 
(unlocks the door or trunk), making it possible to open 
the door or the trunk manually. On the other hand, the 
actuator driving unit 205b. upon receiving a "No" signal 
from the access limit determination unit 206. restricts 

55 the movement of the door handle 41 or the trunk handle 
(locks them). Then the door or trunk can be locked. 
[0075] The alarm unit 214 is comprised of. for 
instance, a buzzer, LED, display panel, etc. Upon 
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receiving a "No" signal from the matching unit 204 or the 
access limit determination unit 206, it outputs an alarm 
sound from the buzzer, turns on the LED, or displays a 
warning message on the display panel (warning dis- 
play). The warning display unit can be set up so that it 
displays warnings when there is not enough power 
available to operate the sensor lock, there is insufficient 
memory capacity in the code record unit 203, the sen- 
sor 100 is not properly pressed, when there is some 
problem in the sensor lock 10 itself, etc. 
[0076] In addition to these, the sensor lock 10 is pro- 
vided with an unauthorized code writing unit 208 which 
is connected to the matching unit 204 and code record 
unit 203. and a code output unit 209 which is connected 
to the code record unit 203. The unauthorized code writ- 
ing unit 208 consists of, for instance, a memory control- 
ler. This writing unit 208 receives the offered fingerprint 
code from the matching unit 204 when the latter sends 
out a "No" signal to the access limit determination unit 
206, and writes it in a specific memory area of the code 
record unit 203. 

[0077] The code output unit 209 consists of a display 
device and a printer. When externally instructed, it out- 
puts the fingerprint codes recorded in the specific area 
of the code recording unit 203. The unauthorized code 
writing unit 208 and the output unit 209 enable the 
recording and storing of fingerprint codes, other than 
those of owners of registered fingerprints, who press 
the sensor 100. and outputting these when needed. 
[0078] Therefore, using the fingerprint code outputted 
by the code output unit 209, the owner of the unauthor- 
ized fingerprint can be identified. In other words, a per- 
son who tries to open the door or trunk of the car without 
authorization can be identified. This can become a 
deterrent for unauthorized users. The fingerprint codes 
recorded in the specif ic area of the code record unit 203 
are erased after a certain time period or after they are 
output. 

[0079] The sensor lock 1 0 is provided with a time judg- 
ing unit 215 which is connected to the actuator driving 
units 206a and 205b, the alarm unit 214, and the clock 
unit 216. This time judging unit 215 can be made up of. 
for instance, a timer, etc. When the actuator 205a 
unlocks the door or trunK the time judging unit 215 
receives the con'esponding signal and the code anrival 
time from the actuator unit 205a and starts counting the 
time interval using the signals received from the clock 
unit 216. After counting a certain time interval, the time 
judging unit 215 sends out a "No" signal to the alarm 
unit 214 and the time data (the code arrival time plus the 
counted time) and a "No" signal to actuator 205bL 
[OCBO] On receiving these signals, the alarm unit 21 4 
displays the warning described above and the actuator 
driving unit 205b locks the door or trunk. In this manner, 
the door or trunk gets autonr^atically locked after the 
lapse of a certain amount of time after it is unlocked. 
lOm^] The sensor lock 10 is provkied also with an 
opening/closing record unit 211 which is connected to 



the actuator driving units 205a and 205b and open- 
ing/closing record output unit 212 connected to the 
record unit 211. This record unit 211 receives locking 
and unlocking data, the code arrival time and code-spe- 

5 df ic information from the actuator driving units 205a and 
205b whenever they operate. Thus, whetiier the door or 
trunk was locked or unlocked, the time of the locking or 
unlocking, and information about the person (code-spe- 
cific information) who does the locking or unlocking are 

10 stored in the opening/closing record unit 21 1 . 

[0082] The opening/closing record output unit 21 2 out- 
puts its contents in response to an external command. 
This feature makes it possible to find out information 
atx)ut the use of the sensor lock and the use of the car. 

IS [0083] In Example 1 , only persons whose fingerprints 
have been registered can unlock the door or trunk of the 
car. Therefore, inability to access the car or trunk due to 
loss of the key, forgetting the key inside the car. the key 
b^ng with someone else, theft of the key, etc. can be 

20 eliminated. Access to the car or trunk by a person who 
has stolen the key or made a counterfeit, etc. can also 
be prevented. 

[0084] The sensor unit A is far smaller than opticeU fin- 
gerprint sensors and therefore can be installed on the 

25 back surface of the door handle, where it is not readily 
visible. Thus, the certain psychological resistance 
against unlocking a door through offering a fingerprint 
for matching can be reduced. 
[0085] In this Example 1 , sensor units A are provided 

30 separately for the door and trunk. But. the system can 
be set up so that the sensor unit A is provided only on 
the door handle 41 and the trunk may be locked and 
unlocked simultaneously with the door. 
[0086] In Example 1 discussed above, no key hole 

35 was provided in the door or trunk. However, there can 
be key holes on the outside of the door and trunk lid and 
the sensor lock 10 can prevent the rotation of the key 
inserted in the key hole when it is locked. The rotation of 
the key which has been inserted in the keyhole is per- 

40 mitted only in unlocked state and the lock which works 
by means of the door or a trunk locking mechanism is 
opened accordingly. 

< Example 2 > 

45 

[0087] Figure 6 illustrates Example 2 of Application 
Mode 1. Rgure 6(a) is a case where the concerned 
object E of Rgure 1 is for example a door of a building, 
or a gate. It shows the outside view of an entrance door 

50 45 on which the sensor lock 10 has been installed. In 
Rgure 6(a), the door 45 is provkied with a latch bolt 46 
and a rotary shaft 47 that moves tiie latch bolt 46 inside 
the door 45, and a lock equipped with a dead bolt 50. 
The lock is basically the same as a conventional lock. In 

55 other words, the outer knob 48 Is fixed co-axially on the 
rotary shaft 47 and this outer knob 48 has a lever 49 that 
extends along a direction generally perpendicular to the 
shaft 47. 
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[0088] The lever 49 is held in a more or less horizontal 
initial position by a spring kept in the lock, unless an 
external force is applied. The latch bolt 46 sticks out of 
the door 45 when the lever 49 is in the initial position. On 
the other hand, when the lever 49 turns in the clockwise 5 
or anti-clockwise direction, the latch bolt 46 withdraws 
into the door 45 in step with the rotation of the rotary 
shaft 47 caused by the turning of the outer knob 48. 
[0089] A sensor A of the type shown in Rgure 1 is 
installed at the base of the lever 49. The sensor A is 
positioned in a such a manner that when a person holds 
the lever 49 and extends the thumb, the inner side of the 
thumb comes into contact with the sensor (see Figure 
6(b)). So, when the door 45 is to be unlocked, the sen- 
sor unit A is naturally pressed by the thumb. A matching 
circuit B. control circuit C, and latching solenoid D of the 
type shown in Rgure 1 are installed inside the lock. 
When the door 45 is locked, the pin 22 of the latching 
solenoid D is engaged with a hole 23 made on the 
rotary shaft 47. making the lever 48 immobile at its initial 
position. This makes the latching boW 46 inoperable by 
the rotary shaft 47 and, like the dead bolt 50, fixed in 
place to lock the door. 

[0090] When the sensor A is pressed with the appro- 
priate finger, when the door 45 is in the locked condition, 
the matching circuit B outputs a "Yes" signal and the 
control circuit C disengages the pin 22 from the hole 23. 
This in turn permits the turning of the lever 49. withdraw- 
ing the latch bolt 46 into the door and unlocking the door 
45. In this case, if the dead bolt 50 is sticking out of the 
door 45, this also is withdrawn into the door like the latch 
bolt 46. The door can now be opened by pulling the 
lever 49 outward (or inward). 

[0091] For locking the door 45 from outside, the sen- 
sor A can be pressed by a finger other than one having 
a registered fingerprint which, in this case, is any finger 
other than the thumb of the right hand. In this example, 
the locking by the dead bolt 50 is possible only from the 
inner side of the door 45. 

[0092] The sensor lock of Example 2 can be made 
very small, because the pressure-based fingerprint sen- 
sor 100 is used for detection of only the fingerprint. 
Thus, the sensor unit can be attached to the lever 49 of 
the outer knob 48 so that it is grasped in a natural way 
[0093] In this Example 2 also, the system can be set 
up so that if there is no match of the fingerprint, the 
detected unauthorized fingerprint code can be stored 
for some time and unauthorized attempts to open the 
door can be deterred. 

[0094] In this example, the latching hole 23 is on the 
rotary shaft 47 and the pin 22 enters this hole to restrict 
the movement Instead, the hole 23 can be made on the 
latch bolt 46 so that the pin 22 is engaged in it when the 
door 45 is locked. In that case, the latch bolt 46 will be 
extended from the door 45 when rt is engaged. 



(Example 3 > 

[0095] Rgure 7 explains Example 3 of Application 
Node 1 of the invention. This is a case where a sensor 
lock 10 of the type shown in Rgure 1 is used to lock a 
steering wheel of a car. Rgure 7(a) shows the parts 
around the steering wheel and Rgure 7(b) the ignition 
switch 52. 

[0096] In Rgure 7(a), the ignition switch 52 which may 
be operated by the key 54 of the car, is shown installed 
on the right side of the steering shaft cover. When the 
key 54 is inserted in the ignition switch 52 and turned 
counter-clockwise to the "Lock" |3osi1ion (Rgure 7(b)). 
the steering wheel 53 is locked. The structure of the 
steering wheel lock is not much different from conven- 
tional locks of this type. 

[0097] A sensor unit A of the type shown in Rgure 1 is 
installed near the ignition switch 52, and the matching 
circuit B. control circuit C and latching solenoid D are 
installed inside the steering shaft cover. The pin 22 of 
the latching solenoid D restricts turning of the key 54 in 
the ignition switch 52 when the steering wheel is locked 
(when the slot of the key hole of 53 is in aligned with the 
"Lock" position). 

[0098] When the steering wheel is thus locked, if the 
key 54 is inserted in the ignition switch 52 and a person 
with a registered fingerprint presses the sensor unit A 
with an appropriate finger, the pin 22 of the latch sole- 
noid D releases ignition switch 52. This permits key 54 
to be turned in the clock-wise direction which releases 
the steering wheel. 

[0099] According to example 3, the steering wheel 
cannot be released with the key 54 alone. This prevents 
unauthorized unlocking of the steering wheel using a 
stolen or counterfeit key. thereby preventing car theft. 
[0100] Moreover, unless the steering wheel lock is 
unlocked, the key 54 cannot turn the ignition switch to 
the "Start" position, which means that the starter motor 
of the car cannot be operated and the engine cannot be 
started. Therefore, the above-described sensor lock 10 
functions as the starter switch of the car also. Here, the 
system can be set up so that one more round of finger- 
print matching is required before the key 54 can turn the 
ignition switch 52 from the "Off" position to the "Start" 
position. 

[0101] In this Exanple 3. we have explained a case 
where the present invention is used to lock the steering 
wheel of a car. But the same invention embodiment can 
be used for locking the handle of a motorcycle, a motor- 
bike, a ship, an aircraft, etc. Figure 8 depicts a part of a 
motorbike provided with a handle lock of the type 
described above. Because the sensor lock 10 is small, it 
can be installed near the ignition switch 52 of the motor- 
bike and it has little affect on the layout of other devices. 
[0102] In this example 3, we have shown the set up 
where a steering wheel or handle lock itself is operated 
with a key. as in conventional locks. But the handle or 
steering wheel 53 can be locked or unlocked without 
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using a key 54 if the pin 22 directly restricts rotary move- 
ment of the steering shaft and the sensor lock 10 locks 
or unlocks the steering wheel directly without a key 45. 
which may be preferabia Such an arrangement is use- 
ful, for instance, when the key 54 is lost, and the car is 
to be moved after unloddng the steering wheel. 

< Example 4) 

[0103] Example 4 is a case where a sensor lock 10 of 
the type shown in Rgure 4 is used in a bicyde lock. Rg- 
ure 9(a) and Figure 9(b) show locks 55 and 58 where 
sensor locks are used. 

[0104] Rgure 9(a) shows a case where the lock 55 is 
attached to the front fork of the bicycle. This lock 55 has 
more or less the same structure as a conventional bicy- 
cle lock Inside the lock 55 there is a spring that pushes 
on the lock bar 56. When the bicycle Is unlocked, this 
spring is in the compressed state because the lock bar 
56 is pushed into the lock 55. When it is locked, the 
pressure on the spring is released and the lock bar 56 is 
pushed out of the lock 55. The lock 55 is installed on the 
front fork in a such a manner that the lock bar 56 will be 
between the spokes of the wheel when it is pushed out 
of the lock and the bicycle is locked by restricting the 
rotation of the wheel. 

[0105] The sensor lock 10 (only the sensor unit A is 
shown here) is inside the lock, and it functions like a 
conventional key to keep the lock bar 56 inside the lock. 
When the bicycle is unlocked, the pin 22 of the latching 
solenoid D is engaged with a hole 23 in the lock bar 56 
to keep it inside the lock 55. When the sensor unit A. 
which is installed on the outer surface of the lock 55, is 
pressed with a matching finger, the pin 22 gets disen- 
gaged from the hole 23 and the lock bar is pushed out 
of the lock by the spring. In this manner, the lock 55 
locks and unlocks the bicycle. 

[01 06] Figure 9(b) shows a "chain key" type lock 58 for 
a bicycle. One end of the chain 59 has a projection and 
the other end has a hole, and the lock is engaged when 
the projection is coupled with the hole. The sensor lock 
10 of Figure 1 (only the sensor unit A is shown here) 
locks these two parts together. 
[0107] At the time of locking, the pin 22 of the latching 
solenoid D gets engaged in the hole 23 (not shown) 
which are set up in such a way that the projection and 
the hole at the two ends of the chain would be coupled 
together, locking the chain. This makes the lock 58 form 
a continuous ring. As the wheel and an object like an 
electrical pole, guard rail, pier, fence post, etc. are typi- 
cally included inside this ring, the bicycle is locked. 
[0108] On the other hand, when the sensor unit A 
installed on the outside of the lock 58 is pressed by a 
matching finger, the pin 22 disengages from the hole 23 
unlocks the lock 58. Then, by pulling the two ends of the 
chain 59 apart, the projection comes out of the hole and 
the lock 58 assumes the form of a straight chain. 
[01 09] In Example 4, since the sensor lock 1 0 is small 



in size, it can be attached to the bicycle lock. Also, 
because the sensor lock 10 is insensitive to the various 
environmental conditions mentioned above compared 
to conventional fingerprint sensors, it can reliably lock 
5 and unlock the bicycle locks 55 and 58 on bicycles 
which are normally kept outdoors. This is an advantage 
that is not available with conventional fingerprint sen- 
sors of the prior art. 

[01 1 0] In Example 4, a conventional key is not needed 
10 for locking and unlocking the bicycle locks 55 or 58. 
Thus, the problem of locking or unlocking the bicycle 
without the key which may be lost, misplaced or stolen 
can be eliminated. 



[01 1 1 ] Example 5 is a case where a sensor lock 1 0 of 
the type shown in Rgure 1 is used in a cash drawer of a 
cash register. Conventionally, an ordinary key alone, or 
a key and a secret code number or ID number of a user 
of the register, is used for locking and unlocking the 
cash drawer of the register, in this case, however, there 
is a risk of the cash drawer being opened by an unau- 
thorized person if the key and/or the ID number of a user 
are stolen. 

[0112] Figure 10 shows a register in which a sensor 
lock 10 is used. At the lower part of the register there is 
a drawer type cash box 61 in which the cash is kept (as 
shown in Figure 10(a)). This cash drawer 61 is normally 
kept locked. It is set up so that when it is unlocked the 
drawer sticks out half way. 

[0113] The sensor lock 10 is used as a key to open 
this cash drawer 61. The sensor unit A is installed on 
the front surface of the register as shown in Figure 
10(b), and the matching circuit B. control circuit C and 
latching solenoid D are installed inside the register. 
When the cash box 61 is in the locked condition, the pin 
22 of the latching solenoid D is engaged with a hole 23 
in the cash drawer 61, preventing the drawer from 
springing open. Now. if the sensor unit A is pressed by 
a matching finger, the pin 22 disengages from the hole 
23, permitting the drawer 61 to spring open. To lock the 
cash drawer 61 . It is first pushed into the cash register, 
and the sensor unit A is pressed with a non-registered 
finger. 

[0114] In the cash register used in this example, 
whenever the cash drawer 61 is opened using the sen- 
sor lock 10, the fingerprint data and the time are 
recorded, for instance, in the RAM of the matching cir- 
cuit 6 or in a memory device (such as a hard disk, mag- 
netic disk, etc.) installed in the register, and becomes a 
part of the "history of unlocking data" of the cash box 
61 . The fingerprint data stored in this manner can be the 
fingerprint pattern sensed by the sensor unit A or the 
fingerprint code obtained by the matching circuit B. 
[0115] In Example 5. since a sensor lock 10 is used 
for locking and unlocking the cash drawer 61 . unauthor- 
ized opening of the cash box does not occur, such as 
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can happen with conventional cash registers when the 
key. code numlder of the register, or ID number of a user 
is stolen. 

[0116] Moreover, every time the cash drawer 61 is 
opened using the sensor lock 10. the history of unlock* 5 
ing data is recorded. So, the time and identity of the per- 
son who opened the drawer are recorded accurately 
Unlike a code or ID number, a fingerprint cannot be sto- 
len or forged. Thus, the cash drawer 61 cannot be 
opened by an impersonator. Therefore, the data record- io 
ing the history of unlocking of the cash drawer contains 
only data about authorized opening of the cash drawer. 
It furthermore acts as a deterrent to a person with a reg- 
istered fingerprint stealing cash from the cash drawer. 
[01 17] In the cash register shown in Figure 9, the cash 75 
drawer 61 does not have a conventional lock. It can, 
however, have a lock like in a conventional cash regis- 
ter, and it can be set up so that the sensor lock 10 
restricts the rotation of the key in the lock when the cash 
drawer is locked and permits the key inserted in the lock so 
to rotate and unlock the cash drawer 61 only when there 
is a match of the fingerprint codes. 
[0118] In the above example, additional conditions for 
unlocking can also be imposed to allow opening of the 
drawer, such as inputting a suitable code number 2S 
through the input keys 63. providing a bar code (encod- 
ing the ID of an authorized user) which is read by a bar 
code reader 64. etc. 

(Example 6) 3o 

[0119] We shall now explain Example 6 where the 
sensor lock 10 of the type shown in Figure 1 is used in 
an enclosure 66 of a game machine. Fig. 11(a) shows 
an enclosure 66 of a game machine, in which the sen- 35 
sor lock 10 is used. Inside this enclosure 66 are housed 
the base board of a video game, a cash box for storing 
the money charged for playing the game. etc. A door 67 
is provided at the front bottom of the enclosure 66. The 
person who maintains the game machine collects the 40 
game charges, changes the base board, carries out 
maintenance, etc. through this door 67. 
[0120] The door 67 has a sensor lock 10 to prevent 
theft of cash and the base board. The sensor unit A is 
installed on the outer surface of the door 67 as shown in 45 
Fig. 11(b) and the matching circuit B. control circuit C, 
and latching solenoid D are Installed in the door 67. The 
pin 22 of the latching solenoid D engages the hole 23 in 
the enclosure 66, locking the door 67. On the other 
hand, when the sensor unit A is pressed with the appro- so 
priate finger, the pin 22 disengages the hole 23, unlock- 
ing the door 67. Therefore, the door 67 can be opened 
by pulling the handle 68. 

[0121 ] When the sensor unit A is pressed, the finger- 
print data and the time are recorded on the hard disk S5 
(not shown) kept in the enclosure 66. as unlocking his- 
tory data. A number of enclosures 66 are connected to 
a PC (computer) through a communication cable as 
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shown in Rgure 12 and the unlocking history data 
recorded in the hard disk are transferred to the PC 
where they are subject to unitary control. 
[0122] In the case of Example 6. the door 67 of the 
enclosure 66 cannot be opened unless a finger with a 
registered fingerprint is used. Therefore, the stealing of 
cash or the game board from the enclosure by using a 
stolen key or a counterfeit key is prevented. 
[0123] Traditionally, the cash is collected from the 
enclosures 66 and the game machines are maintained 
by employees who turn in statements on perhaps a 
daily basis. This method of maintaining and servicing 
the machines creates the possibility of theft by and 
employee turning in a false statement. In Example 6, 
however, because the unlocking history data of each 
container 66 are pooled and maintained accurately by 
the PC, false declarations are readily detected and the 
theft of cash from the cash box, etc. can be discovered 
and prevented. 

(Example 7 > 

[01 24] Example 7 is a case where a sensor lock 1 0 of 
tiie type shown in Figure 1 is used in a coin locker. Con- 
ventionally, a lockwKh an ordinary key is used (or lock- 
ing coin lockers. Therefore, if tiie user of tiie locker loses 
ttie key. he or she has to report the loss to tiie manager 
of the locker facility, and the k>cker has to be unlocked 
with a master key. 

[01 25] Figure 1 3 shows a coin locker 70 where sensor 
lock 10 is used. The sensor lock 10 (only the sensor unit 
A is shown in the Figure) Is installed on the outer frame 
of the coin locker 70. This sensor lock locks and 
unlocks, i.e., opens and closes, tiie door 71 through tiie 
same mechanism as explained in Example 6 (see Fig- 
ure 11(b)). 

[01 26] The coin locker 70 can be operated by inserting 
a coin into the slot 72. While the locker is in use, a dis- 
play device like the LED 73 is on. indicating that it is in 
use. A certain time limit is assigned for the use of the 
locker by a person with a registered fingerprint. After 
this time limit, the LED 73 of the coin locker 70 blinks, for 
instance, indicating that the permitted time limit has 
expired. 

[0127] Let us suppose that the user of locker 70 has 
forgotten the location of his coin locker. The user may 
press the sensor unit A of any one of the coin lockers. If 
it happens to be his coin locker, the LED 73 would blink 
at a fast rate (for instance) indicating that it is the user's 
locker. 

[0128] In this example, a conventional key is not 
required for unlocking the coin locker 70. Thus, any 
inconvenience arising from the loss of the key can be 
eliminated. Occasionally, there are instances of coin 
lockers being used for crimes. Arms, fake passports, 
even dead bodies, etc. have in fact been found in coin 
lockers, where the permitted period of use had expired. 
The coin locker 70. however, requires fingerprint regis- 
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tration as a pre-condition for its use. Thus, it can prevent 
the use of coin lockers for crime or even reduce crimes 
of the type described above. 

< Example 8) 5 

[0129] Example 8 is a case where the sensor lock 1 0 
of the type shown in Figure 1 is used for cash transac- 
tion devices such as an automatic teller machine (ATM), 
cash dispensers, automatic nrK>ney changers, etc. Such io 
cash transaction devices have a built-in cash box where 
the cash received from the customer, or to be given to 
the customer, is stored. They further have a door for 
paying in or dispensing the cash and this door is con- 
ventionally locked with a lock and key. This arrangement is 
has the risk of cash theft by unauthorized persons open- 
ing the door using stolen or counterfeit keys. 
[0130] Figure 14 shows the ATM 74 which is a cash 
transaction device of Example 8. The cash box 75 is 
built into the ATM 74. The door 76 Is installed on the 20 
front of the ATM 74 for providing access to the cash box 
75. This door has a sensor lock 10 of the type shown in 
Figure 1 which locks and unlocks the door 76 through 
the same mechanism, as explained in Example 6. As in 
Example 6, whenever the sensor unit A is pressed with 25 
a finger, the unlocking history is recorded on a hard 
disk, etc, (not shown). 

[0131] In Example 8, because a sensor lock 10 is 
used for locking and unlocking the door 76, any incon- 
venience caused by the theft of the key, etc. Is avoided. 30 
Also, stealing of cash by persons with registered finger- 
prints can be detected and deterred because the door 
unlocking history data are recorded. Unlike with the use 
of secret code numbers, an unauthorized person cannot 
impersonate an authorized user. 35 
[0132] The sensor lock 10 of the type shown in Figure 
1 4 may also be used on the cash collection door 76a of 
a public telephone (as shown in Figure 15). 

< Examples) 40 

[01 33] Example 9 teaches the use of a sensor lock 1 0 
of the type shown in Figure 1 in a post office or letter 
drop box. Figure 1 6 shows the drop box (pillar txsx) 77 of 
Exanfple 9. The drop box has a door 78 for removing the 45 
deposited mail. The door 78 has a sensor lock 10 (only 
the sensor unit A is shown) having the same structure 
as in Example 6. for locking and unlocking the door 78. 
[0134] Here, as in Example 9, a pressure-based fin- 
gerprint sensor 1 00 is used in the sensor unit A. There- so 
fore, even if the sensor lock 1 0 is used on the door of the 
drop box which is usually located outdoors, the detec- 
tion accuracy of the fingerprint pattern is not adversely 
affected by environmental conditions mentioned above 
as experienced by ordinary fingerprint sensors of the ss 
prior art. 

[0135] The sensor lock 10 may be installed on a 
domestic letter box 79 as shown in Figure 17. Mail is 



closely related to an individual's privacy. In recent years, 
with the increased use of credit cards, information about 
the use of credit cards, stock transaction records, etc. 
are also being sent through the mail, and the impor- 
tance of mail has increased. Previously, individual letter 
boxes that can be opened by input of secret code num- 
bers had been suggested. But in that case, there is the 
risk of the mail being stolen by others, or the information 
contained in the mail becoming known to others who 
come to know the code number. Particularly in the letter 
boxes of apartments, the secret code numbers are often 
not changed when there is a change of the tenarn. and 
the letter boxes couM be opened by the previous tenant. 
But if a sensor lock 10 used, this type of inconvenience 
in the use of letter boxes and other private temporary 
mail storage containers can be eliminated. 

(Example 10) 

[01 36] Example 1 0 is the case where a sensor lock 1 0 
of the type shown in Figure 1 is used for drawers of 
desks, credenzas. filing cabinets, etc. Figure 18 shows 
an office desk 80 in which a sensor lock 1 0 is used. This 
office desk 80 has the sensor lock 10 (only the sensor 
unit A is shown) having about the same structure as the 
one used in Example 5 (see Figure 10(b)) installed In it 
for locking the drawer 81 . 

[01 37] In Example 1 0, an ordinary key is not used to 
lock the drawer 81. Therefore, any inconvenience 
caused by a loss of the key does not arise. Also, in 
offices where a number of identical looking desks are 
used, there is often confusion about which key belongs 
to which desk. Such confusion also does not arise when 
the system of Example 10 is used. The sensor lock 10 
can also be used in lockers installed in offices. In that 
case also, since a number of similar lockers are used, 
the same advantages can be realized. 
[01 38] The sensor unit A can be installed on the back 
surface of the handle 82 of the drawer 81 (as shown in 
Figure 19), which has the same effect as the sensor unit 
A installed on the back side of the door handle 41 in 
Example 1 . 

< Example 1 1 ) 

[0139] Example 11 is the case where the sensor lock 
10 of the type shown in Figure 1 is applied in a bank 
locker (safe deposit box). Figure 20 shows the bank 
locker 84 of Example 11. Here, the bank locker has a 
sensor lock 1 0 (only the sensor unit A is shown) with the 
same structure as in Example 2 (see Figure 6(b)). In 
bank locker 84. whenever the sensor unit A is pressed, 
data on history of unlocking is recorded as in Example 
6. 

[0140] In Example 1 1 also there is the advantage of 
not having to use an ordinary key, as in the other exam- 
ples. The bank locker 84 can be opened only by the per- 
son whose fingerprint has been registered. Thus, upon 
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opening the locker, there is no need to verify the identify 
of the person, by checking the seal, etc. This nnakes it 
unnecessary for the bank worker, etc. to be present at 
the opening of the locker 84, and completely automatic 
24 hour operation of the bank locker is possible. Also, 
since the unlocking history data are recorded, one can 
always know accurately when the locker 84 was opened 
and by whom. 

< Example 12 > 

[0141 ] Example 1 2 deals with a case where the sen- 
sor lock 10 of the type shown in Figure 1 is used in lug- 
gage, such as a suit case, attache case, handbag, travel 
bag. etc. Figure 21 shows an attache case having a 
sensor lock 10 (only the sensor unit A is shown). As the 
sensor lock 10 is small In size, it can be used for the 
attache case 85. 

[0142] Also, because of its small size it can be used in 
padlocks and even In various types of notebooks 86, like 
diaries, notebooks, memo pads, registers, account 
books, etc. as shown in Rgure 23. In notebooks such as 
diaries that will be used for a long period of time, the sta- 
tus of the fingerprint that will be used to unlock the note- 
book must be updated. For example, if the owner of the 
registered fingerprint is a growing child, the registered 
fingerprint may be updated periodically and the informa- 
tion may be used as a part of the record of the child's 
growth. Otherwise, the risk is that the changing finger- 
print characteristic of the growing child will unintention- 
ally lead to his inability to open the diary. 

(Example 13) 

[0143] Example 13 is the case in which a sensor lock 
10 of the type shown in Figure 1 is used in an automatic 
vending machine. Figure 24 shows an automatic vend- 
ing machine 87 which has the sensor lock 10 (only the 
sensor unit A is shown). The vending machine 87 has 
an openable front 88 for stocking the vended goods and 
the small change, etc. The sensor lock 10 having afcx>ut 
the same structure as in Example 6 is used for locking 
and unlocking this openable front 88. The use of this 
sensor lock as previously explained detects, deters, and 
thus helps prevent problems like theft of goods or cash 
from the machine that can occur when a conventional 
lock and key are used. In Figure 24, the sensor unit A is 
shown mounted on the side of the dispenser 88. It can 
of course be mounted on the front or any other conven- 
ient location instead. 

< Example 14) 

[0144] Example 14 is the case where the sensor lock 
10 of the type shown in Rgure 1 is used in a strong box 
(safe). Figure 25 depicts the safe 89 which has the sen- 
sor lock 10 (only the sensor unit A is shown). Locking 
and unlocking of the door 90 of the safe 89 is done 



through the sensor lock 10 installed on the frame of the 
door of the safe 89. This sensor lock has about the 
same structure as in Example 6. 
[0145] The sensor lock 10 is small in size. Therefore, 

5 it can be installed in this manner on the frame of the 
door. Also, because there is no need for running power 
cables for the sensor lock 10 from the door frame to the 
door, any failure due to a failed power cable is avoided. 
[0146] A record of the registered fingerprint codes is 

10 kept in the EEPROM 14 (see Figure 1) of the matching 
circuit B of the sensor lock 10. The matching circuit B 
outputs the **Yes" signal in this case only when all the 
registered fingerprint codes are matched within a cer- 
tain time interval. Because more than one fingerprint 

15 code has to be detected, and all the registered finger- 
prints have to match within a certain time period for 
opening the safe, theft by less than all of the persons 
who have registered fingerprints can be prevented. The 
security level of the safe is thus greater than with prior 

20 art arrangements. 

(Example 15) 

[0147] Example 1 5 is the case where the sensor lock 
25 10 is used on firearms, such as a pistol, rifle, revolver, 
etc. Figure 26 shows a gun 91 in which the sensor lock 
10 (only the sensor unit A is shown) is installed, for lock- 
ing and unlocking the safety catch of the gun. Because 
the sensor lock 10 is small in size, it can be installed 
30 es^en on a gun. This permits the use of the gun only by 
the owner of the registered fingerprint. Therefore, the 
stealing and misuse of the gun 91 and violation of any 
governmental firearms act can be prevented. 



[0148] Example 16 is a case where a sensor lock 10 
of the type shown in Figure 1 is used in a pin ball 
machine. Figure 27 shows a pin ball machine 92 in 
which a sensor lock 1 0 is used. The pin ball play area 93 
of the machine 92 is covered with a glass door 94. 
which permits the player to see the play area 93. at the 
same time preventing the balls from jumping out of the 
area. The glass door 94 is kept locked using a lock 
installed on the outer frame of the pin ball table 92 when 
it is in use. to prevent the player from tampering with the 
game. 

[0149] The lock of the door 94 is enrtoedded in the 
outer frame of the pin ball machine 92. The lock has a 
key hole 95 for inserting the key 95a. When the key 95a 
is inserted in the hole 95 and turned, the lock is 
released. The sensor lock 10 of the type shown in Fig- 
ure 1 is installed within this outer frame, and the sensor 
unit A is installed near the key hole 95. 
[0150] The pin 22 of the latching solenoid D of the 
sensor lock 10 engages a certain coupling part (not 
shown) installed in the lock when the door 94 is locked, 
preventing the rotation of the key 95a when it is inserted 
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in the key hole. The pin 22 disengages and the restric- 
tion on the rotation of the key 95a is removed only when 
the sensor unit A is pressed by the appropriate finger. 
Thus, a person with a registered fingerprint may turn the 
key 95a to unlock the lock and pull the handle 96 to 
open the door 

[0151 ] As in Example 6, whenever the sensor unit A is 
pressed, the unlocking data are recorded. When there 
is a number of pin ball machines 92, the unlocking data 
of all the machines are maintained by a host computer 
(not shown). 

[0152] In Example 16. a person with a registered fin- 
gerprint alone can open the door 94 using his finger and 
the key 95a. Therefore, unauthorized opening of the 
door 94, using a stolen or counterfeit key. for improper 
mechanical adjustment of its inner workings or for unau- 
thorized setting of the ROM inside the pin ball machine 
92. etc. can be prevented. 

[0153] Also, because the unlocking data are recorded 
every time the sensor unit A is pressed, the record of 
when and by whom the door 94 was opened can be 
examined in the event of any suspicious activity. This 
prevents unauthorized actions by employees of the pin 
ball game Centre. The feature of easy identification of 
the person who opens the door 94 is a special feature 
not available with the prior art devices. 
[0154] In Example 16, the latching solenoid D of the 
sensor lock 10 controls the rotation of the key 95a 
inserted in the key hole 95. But instead, it can be set up 
so that the latching solenoid D directly opens or locks 
the door, in which case the conventional lock and key 
become unnecessary. 

[0155] The above<lescribed locking system for the 
door 94 can be used for all types of pin ball processing 
equipment used in pin ball game centers, such as the 
ball dispensing machine, ball counting machine, for the 
supply route of the balls, etc. 

[0156] Figure 28 shows a pin ball counting machine 
that uses the sensor lock 10. An electronic circuit that 
counts the pin balls, and the return route of the pin balls, 
is installed inside this counting machine. The door 97 is 
to be opened for maintaining this counting machine. 
This door has a sensor lock 10 for locking it and can be 
opened only by the owner of a registered fingerprint. 
Whenever the door 97 is thus opened, a record of who 
opened the door, and when, is made. This arrangement 
can prevent unauthorized opening of the door 97, by 
stealing the key for instance, for tampering with the 
"electronic controls in the counting machine (changing 
the set number of pin balls, for instance), stealing pin 
balls from the pin ball recovery route, etc. 
[0157] Supply and recovery routes for pin balls are 
provided at pin ball centers. Such routes are normally 
placed in containers, housings, inside walls, etc., and 
sensor locks 10 can be used for locking the access 
doors of such containers. This arrangement can prevent 
the theft of pin balls from these pin ball supply/recovery 
routes. 



[0158] In the Examples 7 to 14 described earlier, the 
sensor lock 10 can also be used as described in Exam- 
ple 1 6. that is. using sensor lock 1 0 to lock and unlock a 
conventional lock. 

5 

[Application Mode 2] 

[0159] Figure 29 is a diagram of the sensor lock 10a 
used in Application Mode 2 of the present invention. 
10 Because it has many features in common with the sen- 
sor lock 10 used in Application Mode 1 . we shall explain 
here only the features that are different from the sensor 
lock 10. 

[01 60] Some of the constituent elements of the sensor 
IS lock 10a used in Application Mode 2 are housed in a 
single container which acts as the controller for the pin 
22 of the latching solenoid D, as shown in Figure 29. 
The controller in Figure 29 can, for instance, be in the 
form of a card K in which the sensor unit A and the 
20 matching circuit B are embedded. The control circuit C 
and the latching solenoid D are attached to the con- 
cerned object E which is to be locked or unlocked. Thus, 
the matching circuit B is physically separated from the 
control circuit C. The matching circuit B has a data 
25 transmission unit 24 and the control circuit C has a data 
receiving unit 25. "Yes" and "No" signals are transmitted 
between these two units. 

[0161] Here, any mode of data transmission can be 
employed between the transmission unit 24 and the 

30 receiving unit 25. In other words, these units may be 
physically connected through cables, or the transmis- 
sion can be through conventional non-contact data 
transmission methods like optical, wireless, magnetic 
coupling, static electricity based systems, etc. In other 

35 words, the card K can be of any type. It can be a non- 
contact type card in which optical or magnetic coupling 
is used, a card that can be read by a card reader, or a 
PC compatible contact type card with a PCM/CIA card 
interfece. 

40 [0162] There can be a matching circuit on the data 
receiving side of the controller also, as shown in Figure 
30. In that case, it can be set up so that the data trans- 
mission side. i.e.. the card K. carries out only the prepa- 
ration of the fingerprint codes while the processing of 

45 fingerprint code registration and matching are done on 
the data receiving side. In this case, the EEPROM 14 of 
the card K need not be present. The system can also be 
set up in a way that the card K carries out only the fin- 
gerprint code preparation and matching processes and 

so not the fingerprint registration. In other words, the flash 
memory 1 1 does not have the fingerprint code registra- 
tion program. 

[0163] The system can also be set up in such a way 
that the card K (controller) carries out the fingerprint 
55 code creation and fingerprint code registration, and the 
matching is done on the data receiving side. In that 
case, the EEPROM 14 and HDD 15 need not be 
present on the data receiving side. If the data receiving 
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Side alone stores the registered fingerprint codes and 
the matching is done by the card K (controller), the reg- 
istered fingerprint codes can be transmitted from the 
data receiving side to the data transmitting side. In that 
case, the data transmission unit 24 should also have the s 
ability to receive data and the data receiving unit 25 
should have the ability to transmit data. The sensor unit 
A can be on the card K (controller) or otherwise. 
[0164] The sensor unit A installed on the card K (con- 
troller) can have a structure where the pressure sheet 
102 (see Fig. 2(a)) of the sensor 100 is always exposed. 
The card K can also of course have a cover to protect at 
least the surface of the pressure sheet 102 of the sen- 
sor. This cover can be a lid that can be rotated in rela- 
tion to the surface of pressure sheet 102 or it can be of 
a type that is installed parallel to the pressure sheet 1 02 
and slides over it to cover it. This cover for the sensor 
unit A is applicable for all the examples of the Applica- 
tion Mode 2 described below. 
[01 65] In this Application Mode 2. the number of con- 
stituent elements of the system attached to the con- 
cerned object E can be reduced. Thus, if the concerned 
object E is small and it is difficult to attach the sensor 
lock 10 to it. the sensor lock 10a can still be applied. 
Moreover, even if the card K is lost or stolen, it cannot 
be used by any person other than the owner of the reg- 
istered fingerprint. Thus, it does not have the inconven- 
iences associated with conventional keys. Another 
advarrtage is that it is possible to lock and unlock more 
than one concerned object E using one card K (see Fig- 
ures 31 and 32). This means that a separate card K 
does not need to be prepared for each concerned object 
E. 

[0166] The sensor lock 10a may be used in place of 
the sensor lock 10 in all the examples of the Application 
Model. 

(Example 17) 

[0167] An example of the Application Mode 2 is given 
below In this Example 17. a sensor lock 10a of the 
Application Mode 2 is used as a key of a car. In Figure 
33, the door lock of the car 300 is unlocked by an 
unlocking code generated by the key 301 (which is the 
controller). The key 301 has the conrponents of the card 
K shown in Figure 29 (only the sensor unit A is shown in 
Figure 33), and a conversion circuit (not shown) which 
converts the "Yes" signal received from the matching 
circuit into the unlocking code. 

[01 68] Because of this arrangement, when the sensor 
unit A is pressed by the appropriate finger, the unlocking 
code is transmitted by the key 301 and received by a 
receiving unit installed on the car 300. unlocking the 
door lock of the car. In this Example 17, the elements of 
the card K and the addition of a conversion circuit to the 
key 310 are improvements over the prior art. Alterna- 
tively, a sensor lock 10a with the structure shown in Fig- 
ure 29 may be used in the car 300. 



[01 69] In Example 1 7, because of the structure of card 
K used and the conversion circuit that is added to it to 
form the key 301, only a registered fingerprint owner 
can unlock the door lock. So, unauthorized opening of 
the lock by the use of lost keys or stolen keys can be 
prevented. The unlocking code of the door lock Is pro- 
vided to the user by the manufacturer of the car. Thus, 
by slightly modifying the key 301 . the types of inconven- 
iences like unauthorized opening of the door lock 
described above can be eliminated. This locking system 
can be used for locking the trunk of the car 300 also. 

(Example 18) 

[01 70] Example 1 8 is a case where a sensor lock 1 0a 
of the type shown in Figure 29 is used in a door, as 
shown in Figure 34(a). The data receiving unit 25 is 
installed on the outer surface of the door. The setup on 
the door side is the same as in Example 2 (Figure 6). 
Thus, we shall omit the explanation of this setup here. 
As shown in Figure 34(b). the card K can be used by 
inserting it into the connector 303 installed on the outer 
surface of the door. 

(Example 19) 

[01 71 ] Example 1 9 Is a case where a sensor lock 10a 
of the type shown in Figure 29 is used for an enclosure 

66 of a game machine (Figure 35). We shall omit the 
explanation of Example 19 here because the setup is 
the same as in Example 6 (Figure 11) except for the ele- 
ments of the sensor lock 10a. However, as shown in Fig- 
ure 31 , the system can be set up so that one card K can 
be used to open the doors 67 of more than one enclo- 
sure 66. 

[01 72] Here, however, if the locks installed on the door 

67 of each enclosure 66 is to be opened with a different 
unlocking signal, then the card K is to be so designed 
that it can output all these unlocking signals so that all 
the doors 67 can be individually opened. 

(Example 20) 

[0173] Example 20 is a case where a sensor lock 10 
of the type shown in Figure 1 is used in the doors of 
rooms of a lodging facility, like a hotel or an inn. Figure 
36(a) shows the appearance of the outside of a door 
304 which is the entrance to a room. The door 304 has 
the sensor lock 10 (only the sensor unit A is shown 
here) which has the same structure as in Example 2. 
Besides this, the door 304 has a slot 305 in which the 
card 306, with the recorded fingerprint code of the cus- 
tomer, is to be inserted. A card reader (not shown) is 
installed in the slot 305 for reading the fingerprint code 
from the inserted card 306. 

[0174] The fingerprint code read out by the card 
reader is maintained for a certain duration as a regis- 
tered fingerprint code in the EEPROM 14 (see Figure 1) 
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of the matching clrcurt B. Therefore, if the customer 
presses the sensor unit A using the same finger as of 
the registered fingerprint code during this period, the 
door 304 will be unlocked and can be opened. After 
that, when a certain amount of time has elapsed, the 5 
door 304 is locked automatically and the fingerprint 
code is erased from the EEPROM 14. In that case, the 
customer has to again insert the card 306 in the slot 305 
and press the sensor unit A for entering the room. 
[01 75] The card 306 is. for instance, a disposable card 10 
made of paper, with magnetic stripes provided on one 
side to record the fingerprint code. The recording of the 
fingerprint code oh the card 306 can be done by a card 
writer 307 placed at the front desk of the lodging facility. 
The card writer 307 can consist of, for example, a sen- 75 
sor unit A of the type shown in Figure 1 . a DSP 12 that 
executes the fingerprint print code preparation program 
and the fingerprint code registering program, and code 
writing unit 308 that writes the code on the magnetic 
stripes of the card 306. as shown in Rgure 36(b), 20 
[0176] When the sensor unit A of the card writer 307 
is pressed by a finger, the fingerprint pattern is detected 
by the sensor unit A. and the DSP 12 prepares the fin- 
gerprint code using this fingerprint pattern. This finger- 
print code is then written on the card 306 by the card 2s 
writing unit 308. At the time of checking in, the customer 
receives the card 306 on which his or her fingerprint 
code is recorded. This card is used to unlock the door of 
the room through the sensor lock 10. 
[0177] In Example 20, the door 304 is unlocked using 30 
the disposable card 306 and the sensor lock 10. Thus, 
the front desk of the hotel, etc. need not concern itself 
with the whereabouts of the key of each room. Also, 
since the card 306 can be used only by the person 
whose fingerprint is registered, the door 304 can never 35 
be unlocked using a stolen or lost card. In addition to 
this, even if the customer loses the card, the reissue of 
the card is very easy. 

[0178] In this example, the fingerprint data are not 
handed over to the owner of the lodging facility Thus, 4o 
the psychological resistance of the guest against the 
use of fingerprints for opening the door can be over- 
come. The card 306 can also be a punched card. 
[0179] The sensor lock 10 in the door 304 of each 
hotel room can be connected to a host computer H via 45 
communication lines and the fingerprint code of the cus- 
tomer can be registered on the hard disk 31 4 of the host 
computer H through a code registering unit 309, as 
shown in Figure 37. 

[0180] In this case, the customer registers the finger- so 
print, at the time of check-in, on the hard disk 31 4 of the 
computer H through the code registering unit 309 
placed at the front desk. Then, to unlock his room he 
just presses the sensor unit A on the door. 

55 

< Example 21 ) 

[0181] We shall now explain Example 21. When the 



concerned object E which is to be locked or unlocked 
using the above-described sensor lock 10 or 10a 
belongs to the person with a registered fingerprint, in 
principle the fingerprint code registered in the matching 
circuit B need not be changed. On the other hand, if the 
authorized user of the concerned object E changes 
quite frequently, requiring the registered fingerprint 
code to be changed frequently (such as with the letter 
box or door of a rented apartment or house, a car door, 
the cash drawer of a cash register, the door of a hotel 
room, etc.) the registered fingerprint code in the match- 
ing device B has to be erased and a new fingerprint 
code registered. If the sensor lock 10 or 10a has a fea- 
ture that can easily register a new fingerprint code, 
there is the risk of an unauthorized person registering 
his or her fingerprint code and unlocking the concerned 
object E. 

[0182] Figure-38 shows a row of tetter boxes 79, each 
using a sensor lock 10, in an apartment house. Here, 
the flash memory 11 (see Figure 1) of the sensor lock 
10 (only the sensor units A are shown) does not have 
the fingerprint code registering program 19. Thus, the 
DSP 12 cannot register and store the fingerprint codes 
prepared by it in the EEPROM 14. 
[0183] For storing the registered fingerprint code in 
each EEPROM 14, a code registering device 309 
shown in Figure 37 should be connected to the individ- 
ual sensor lock 10. The fingerprint code created by 
pressing the sensor unit A of the code registering device 
309 is then registered in the EEPROM 14 of the sensor 
lock 10. When a new fingerprint code is registered in the 
EEPROM 14, it overwrites the existing fingerprint code. 
[0184] Thus, the system is set up so that registering a 
new fingerprint is possible only by using the special fin- 
gerprint code registering device 309. Because of this 
arrangement, a new fingerprint code cannot be regis- 
tered by pressing the sensor unit A of the sensor lock 10 
of a letter box. Unauthorized registration of new finger- 
prints can be prevented if the code registering device 
309 is kept with the manager artd it is used only in the 
presence of the manager Also, since the old fingerprint 
code is automatically erased when a new fingerprint 
code is registered, there is no possibility of the previous 
tenant being able to open a letter box. 
[01 85] Figure 39 shows the door 3 1 6 of a car in which 
a sensor lock 10 is used. Here also, the DSP 12 of the 
sensor lock 10 does not register the fingerprint codes 
made by it in the EEPROM 14. Instead, the fingerprint 
code is registered by a code registering device 309a. 
The code registering device 309a is a non-contact type 
card machine in which radio waves or other electromag- 
netic waves are used for data transmission. Its internal 
structure is about the same as the code registering 
device 309 mentioned eariier. Each code registering 
device 309a is exclusive for a car. So it can register fin- 
gerprint codes for the sensor lock 10 only of the car to 
which it belongs. 

[0186] When the sensor unit A of the code registering 
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device 309a is pressed, the fingerprint code is trans- 
ferred from the data transmission unit (not shown) of the 
code registering device 309a to the data receiving unit 
(also not shown) of the matching circuit B. However, the 
code registration device 309a exchanges a secret code 5 
with the sensor lock 1 0 to verify each other before trans- 
ferring the fingerprint code. When the two units fait to 
verify, the code registering device 309a does not trans- 
mit a fingerprint code. When the data receiving unit of 
the matching circuit B receives the fingerprint code, it is 
stored in the EEPROM 14 and becomes a registered 
fingerprint code. When a new fingerprint code is regis- 
tered in the EEPROM 14, the previously registered fin- 
gerprint code is erased. 

[0187] When the above-described sensor lock 10 and 
the code registering device 309a are used, the registra- 
tion of the fingerprint code for the sensor lock 1 0 is done 
only by the corresponding code registering unit 309a. 
Thus, as long as others are not permitted to use the 
code registration unit 309a, there is no possibility of the 
registered fingerprint code being overwritten without 
authorization. Also, since the sensor lock 10 by itself 
cannot register fingerprint codes, any inconvenience or 
security risk arising from unauthorized registration of 
fingerprint codes does not arise. 

(Example 22) 

[0188] Example 22 is a case where the sensor lock 10 
is used in a centralized locking system in an apartment 
house (block of flats). Figure 40(a) shows the external 
appearance of the centralized locking control device 
310. In this Figure, the centralized locking control unit 
310 has a sensor unit A and an inputting key pad 31 1 . 
Such a control unit 310 can be installed, for instance, at 
the entrance of an apartment house. Figure 40(b) 
shows the system configuration of this centralized lock- 
ing control system. 

[0189] In Figure 40(b), the locking control system 310 
is shown to be connected through communication lines 
to the sensor locks 10 installed on the entrance doors 
316 of each apartment. These sensor locks 10 on the 
doors of the apartments have about the same structure 
as in Example 2. When a resident of an apartment 
inputs a code number (the room number of the resident, 
for instance) through the input key pad 31 1 to the cen- 
tralized locking control system 310, the CPU 312 carries 
out the processes described below by executing stored 
software programs maintained in the ROM 313. 
[0190] In short, the CPU 312 uses the code number 
inputted to open the communication line between with 
the sensor lock 10 installed on the entrance door 316 of 
the apartment corresponding to the code number. If the 
sensor unit A is then pressed with a finger other than the 
one having the registered fingerprint, the CPU 312 pre- 
pares the fingerprint code and sends it to the sensor 
lock 10 through the communication line. When the fin- 
gerprint code reaches the sensor lock 10, the matching 



circuit B of the sensor lock 10 carries out the matching. 
In this case, the entrance door 316 is locked because 
the fingerprint code does not match with a registered 
code. On the other hand, if the fingerprint codes match, 
the lock of the entrance door 316 is unlocked. 
[01 91 ] Because of the arrangement described above, 
if the resident of the apartment remembers that he for- 
got to lock his entrance door 316, after reaching the 
entrance of the building, he can lock his door 316 while 
he is standing at the entrance of the building. He can 
also unlock the entrance door 316 of his room from that 
location, if he so desires. 

<Exanrple23> 

[01 92] Example 23 is a case where a sensor lock 1 0 
of the type shown in Figure 1 is placed on the entrance 
door of a room with restricted entry, such as a room in 
which important or classified documents are stored, 
secret meetings are hekJ, etc. Figure 41 is the system 
diagram of the entrance door 323 of this Example 23. In 
this Figure the CPU 317 executes the stored software 
programs maintained in ROM 319, by loading them into 
the RAM 318. The hard disk 320 maintains a photo- 
graphic data base 320a, an ID code database 320b and 
a fingerprint code database 320c, of persons who are 
authorized to enter the room. 

[0193] Figure 42 is the flow chart of the software for 
operating the system shown in Figure 41. This program 
starts when an ID document, a company ID card issued 
to an employee for instance, of a person who is author- 
ized to enter is input into an image reader. The image 
reader 322 reads out image data from the photograph 
on the ID card (Step SI 01). 

[0194] In the next step, the CPU 317 compares the 
photographic image data acquired in Ste^ SI 01 with the 
photographic image data stored in the database 320a 
(Step Si 02) and determines whether there is a match 
(Step SI 03). If there is a match (S103; Yes), the pro- 
gram moves on to Step SI 04. Othenwise (SI 03; No) the 
program moves to Step Si 1 2. 

[01 95] If it proceeds to Step S1 04, the CPU 31 7 reads 
out the current time from the dock 31 7a and determines 
whether it is in the time period of 9 AM to 5 PM. If it is 
within this time zone (Si 04; Yes), the program moves to 
Step S1 13. Otherwise (S104; No) the program moves to 
S105. If the program moves to Step S105, the CPU 317 
demands the input of an ID code from the person 
through the input unit 321, and obtains the ID code. 
[01 96] In the next step, the CPU 31 7 compares the ID 
code obtained in S1 05 with the ID codes stored in the ID 
code datak)ase 320b (Step SI 05) to determine whether 
there is a match (Step SI 06). If there is a match (Si 06: 
Yes), the program moves to SI 04. Otherwise (SI 06: 
No) the program proceeds to Step S1 12. 
[0197] In Step S108. the CPU 317 obtains the current 
time from the clock 31 7a and determines whether it Is in 
the time zone 5 PM to 10 PM. If the answer is "Yes" 
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(S108: Yes), the program proceeds to Step S1 13. Oth- 
erwise (S108; No) it moves to Step S109. In Step S109. 
the CPU demands from the person the input of a finger- 
print through the sensor unit A. The fingerprint code is 
then prepared from the fingerprint pattern sensed by the 5 
sensor unit A. 

[0198] In the next step, the CPU 31 7 compares the fin- 
gerprint code obtained in Step Si 09 with the fingerprint 
codes in the fingerprint code database 320c (Step 

51 10) to determine whether there is a match (Step 10 

51 11) . If there is a match (S111: Yes), the program 
moves to S113. Othenwise (S1 1 1 ; No) the program pro- 
ceeds to Step S11 2. 

[0199] When the program moves to Step S1 12, the 
system concludes that there was no match in the photo- is 
graphic data, ID code or fingerprint code and gives out 
an error display (alarm display) on a display unit (not 
shown) to complete the program. In this case, the lock 
of the entrance door 323 does not get unlocked. 
[0200] On the other hand, if the program advances to 20 
S113, a "Yes" signal is sent to the control circuit C and, 
pin 22 of the latching solenoid D gets disengaged, 
unlocking the door 323. 

[0201 ] With the system operating as explained above, 
the inlet door 323 gets unlocked to permit authorized 25 
persons to enter the room if the time that entry is sought 
(the time at which the image reader starts reading the 
image) is within normal working hours (9:00 AM to 5:00 
PM) and the photographic data on the ID card matches 
the registered photographic data. Relatively mild entry 30 
conditions are imposed during working hours because 
other security personnel at the entry point can also 
check the identity of the person seeking entry. 
[0202] On the other hand, if the time that entry is 
sought is during 5:00 to 10:00 PM, when the majority of 35 
the employees will be off duty and not at tlie facility, the 
conditions of entry are made stricter. Entry is permitted 
only when both the photographic data and the ID code 
match. 

[0203] The most stringent conditions of entry are 40 
imposed during the time period of 10:00 PM to 9:00 AM 
of the following day. when almost no employee is in the 
facility. Entry is permitted only when the photographic 
data, the ID code and the fingerprint code, all match. In 
this manner, the level of security can be changed by var- 45 
ying the entry conditions depending on the time that 
entry is sought. 

[Application Mode 3] 

so 

[0204] Application Mode 3 concerns newly invented 
switches in which the pressure-based fingerprint sensor 
is used. Figure 43 shows the structure of switch 10b 
used in this application mode. The sensor unit A and 
matching circuit B of the switch 10b are basically the ss 
same as those used in Application Mode 1. However, 
the starter switch SW is connected to the matching cir- 
cuit B and the object F to be started (which can be an 



electrical or electronic device) is connected to the 
starter switch SW. The starter switch SW is turned on 
when a "Yes" signal is received from the matching circuit 
B, starting the object F. Here, F can be a motor, an actu- 
ator (including solenoids), or electrical products (such 
as electrical or electronic devices). 
[0205] When switch 10b of this application mode is 
used, only a person with a registered fingerprint can 
start the concerned object F. Therefore, unlike with 
switches that require a conventional key. any inconven- 
ience like not being able to start the concerned object F 
because of loss or theft of the key does not arise. In the 
above-described switch 10b, the sensor unit A and the 
matching circuit B can be housed in a card K (controller) 
as in Application Mode 2. Variations of the controller 
(card K) explained for Application Mode 2 are all appli- 
cable as explained above for the configuration of the 
card K in this Application Mode 3. 

(Example 24) 

[0206] We shall now give some examples of using the 
Application Mode 3. Example 24 is a case where a 
switch 10b of the type shown in Figure 43 is used for 
starting a car engine. As shown in Figure 44. a switch 
10b (only the sensor unit A is shown here) is installed, 
instead of the ignition switch, on the right hand side of 
the steering shaft cover. 

[0207] If tiie sensor unit A is pressed witii an appropri- 
ate finger of a person witii a registered fingerprint, tiie 
matching circuit B outputs a "Yes" signal. This signal 
turns on the power source switch (not shown) which 
makes it possible to supply power to the electrically 
powered accessories (radio, cassette player, door mir- 
ror, power window, etc.) of the car. 
[0208] The actuator that shifts the driver's seat back- 
ward or forward and another actuator that changes tiie 
inclination of the back of this seat are installed in the 
driver*s seat of the car. The central rear view mirror and 
the side mirrors are also equipped with actuators that 
change their angles. An actuator for changing the posi- 
tion of the steering wheel is also provided. 
[0209] When the power switch is turned on upon 
receiving the "Yes" signal, the processor unit (not 
shown) that controls the operation of the actuators, 
becomes operational and drives these actuators on the 
basis of the positioning data (tiie angle of tiie seat back, 
the forward-backward position of the seat, the position 
of the steering wheel, and angles of the rear view mirror 
and side mirrors) of tiie fingerprint registered person 
pre-recorded in the memory unit (not shown). Thus, 
when the sensor unit A is pressed by an appropriate fin- 
ger, the optimum driving position and settings for other 
electrically operated accessories for the fingerprint reg- 
istered person is automatically created. 
[0210] After this, a "Yes" signal is given to the starter 
switch SW. Upon receiving this "Yes" signal, the starter 
switch SW starts the power supply from the battery to 
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the starter motor (corresponding to the electrical and 
electronic devices) of the engine while at the same time 
firing the spark plugs at certain time intervals. This 
starts the motor, starting the engine. 
[0211] In Example 24, a conventional ignition switch s 
which uses a key is not provided. Instead, the switch 
10b controls the power supply to the starter motor. 
Therefore, the inconvenience of not being able to start 
the car because of loss or theft of the key does not 
arise. 

[021 2] When the system decides that there is a match 
in the fingerprint code, the optimum driving position is 
created before power is supplied to the starter motor. 
Driving position resetting systems have been known for 
some time, but in conventional systems the driver had to 
operate a switch manually for resetting the optimum 
driving position. Sometimes the driver remembers after 
starting the car that he had forgotten to press this 
switch, and presses the switch after the car has started. 
In that case, the position of the drlver*s seat, angles of 
the mirrors, etc. would change while the car is running, 
posing some risk to the driver. In some other systems, 
pressing any manual controls would be ineffective in 
creating any adjustment as operation was disabled 
when the ignition was on to prevent any unsafe condi- 
tion. In Exannple 24, the suitable driving position is set 
before the engine is started. So. it does not have the 
problems associated with the conventional prior art sys- 
tems. 

[0213] The switch 10b can be used for stopping the 
engine also. For example, the system can be so set up 
that when the sensor unit A is pressed with a finger 
other than the appropriate one, the power switch turns 
off power supply to the spark plugs, which stops the 
engine. 

[0214] The starting and stopping of the engine using 
the switch 10b is not limited to cars. For example, it may 
be used in motorized bicycles, motorcycles, large sized 
vehicles, ships, aircraft, diesel vehicles, etc. The setting 
of the optimum driving position and adjustment of other 
electrical accessories can be applied in large sized 
vehicles, ships, aircraft, etc.. also. 

(Example 25) 

[021 5] Example 25 is a case where a switch 1 0b of the 
type shown in Figure 43 is used to operate a garage 
door controlled by remote controller 324. As shown in 
Figure 45, the remote controller 324 has the same 
structure as the card K of Figure 29. When the sensor 
unit A of this remote controller 324 is suitably pressed, 
the LED 325, which acts as the data transmission unit 
24. outputs a "Yes*' signal. This *'Yes" signal is received 
by a photo-sensor unit (not shown) installed on the side 
of the shutter 326. and then transmitted to the starter 
switch SW. 

[021 6] The starter switch SW then turns on the power 
supply (an electrical or electronic device not shown) that 



moves the garage door vertically Here, if the garage 
door 326 is down at or near its lowest position, it moves 
up (the garage door opens) and if it is at or near its high- 
est position, it moves down (the garage door closes). 
[0217] The starter switch SW is so set up that if it 
receives a "Yes" signal while the garage door is moving, 
it shuts off the power supply to the actuator, stopping 
the movement of the garage door. 
[0218] Conventional remote controlled garage doors 
can be operated by any one who has the remote con- 
trol. But in Example 25. only a person whose fingerprint 
has been registered can operate the garage door. So, 
unauthorized opening of the garage door using a stolen 
remote control, trespassing into the garden or garage 
that is locked out by the garage door and the damaging 
of property placed there, etc. can be averted. 

(Example 26) 

[0219] Example 26 is a system in which the above- 
mentioned switch 10b and a sensor lock 10 are used in 
combination. As shown in Figure 46, the "Yes" signal 
coming from the matching circuit B is inputted to the 
control circuit C upon which the latching solenoid D 
unlocks the lock 328 of the door 327. in this case, the 
"Yes" signal is inputted to the switch 330 of the air con- 
ditioner and the switch 332 of the light 331. turning on 
the air conditioner and the light. The system is set up so 
that when the door 327 is locked by the sensor lock 10, 
the air conditioner 329 and the light 331 , etc. inside the 
room are turned off. 

[0220] Therefore, when the person with the registered 
fingerprint comes home and presses the sensor unit A 
on the door 327 at the entrance, the door is unlocked 
and simultaneously the light 331 of the room is turned 
on arKi the air conditioner 329 also starts operation. 
Alternatively, the system can be set up so that the oper- 
ation of the air conditioner, light, etc. inside the room 
can be controlled remotely, by transmitting a fingerprint 
code to the switch 10b through a public communication 
system like telephone wires, ISDN. etc. 
[0221] The examples explained above under these 
application modes are merely examples of various 
implementations of the invention. The newly invented 
locks and switches that use a pressure-based finger- 
print sensor have wide applicability on objects for which 
restricted access is desired. 

Claims 

1. A lock in which a pressure-based sensor is used 
and which is equipped with a locking mechanism 
that restricts the movement of the object that is to 
be unlocked, a movement restricting mechanism or 
a movement restricting electronic circuit that 
restricts the unlocking of the concerned object by 
the above-described locking mechanism, a pres- 
sure-based fingerprint sensor that detects the fin- 
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gerprint pattern, a memory devices that stores 
registered fingerprint code data, a matching unit 
that determines whether the fingerprint code cre- 
ated from the fingerprint pattern sensed by the sen- 
sor matches with any of the registered fingerprint 5 
codes stored in the memory device, and a control 
unit that unlocks the locking mechanism through 
the above-mentioned movement restricting mecha- 
nism or electronic circuit, when the offered and a 
registered fingerprint codes match. 10 

2. A lock having a pressure-based fingerprint sensor 
in accordance with claim 1 in which the key unit and 
the lock part are separated and the key unit is port- 
able. 

3. A lock having a pressure-based fingerprint sensor 
in accordance with claim 2 in which the portable 
unit is a card. 

4. A separated type lock having a pressure-based fin- 
gerprint sensor, of the type in accordance with the 
claim 2. in which the registered fingerprint codes 
are stored In the lock part and the matching unit 
resides in the portable unit, or vice-e-versa, or both 
registered codes and the matching unit reside in the 
look part, and where the pressure-based fingerprint 
sensor is included either in the lock part or the port- 
able unit. 

5. A lock having a pressure-based fingerprint sensor 
in accordance with the claim 2 in which the sepa- 
rated lock part and portable unit can be connected 
either electrically through a connector, by wireless, 
through an infra red beam, by nrtagnetic coupling, or 
by static electricity. 

6. A switching system having a pressure-based finger- 
print sensor that is equipped with a switch that 
starts the concerned object, a pressure-based fin- 40 
gerprint sensor that detects the fingerprint pattern. 

a memory device that stores the registered finger- 
print codes, a matching unit that determines 
whether the fingerprint code created from the fin- 
gerprint pattern detected by the sensor matches 4s 
with a stored fingerprint code, and a control unit 
that operates the above-mentioned switch when 
there is a match. 

7. A switching system with a pressure-based finger- so 
print sensor in accordance with the claim 6 In which 
the pressure-based fingerprint sensor and the 
switch that starts the concerned object are sepa- 
rated and the sensor or the memory device reside 

on a portable unit. ss 

8. A switching system having a pressure-based finger- 
print sensor in accordance with the dalm 7 in which 



the portable unit is in the shape of a card. 

9. A separated type switching system having a pres- 
sure-based fingerprint sensor, in accordance with 
the claim 7, in which the registered fingerprint 
codes are stored in the switch part and the match- 
ing unit resides in the portable unit, or vice-e-versa, 
or both the registered codes and the matching unit 
reside in the switch part, or both reside in the port- 
able unit, and where the pressure-based fingerprint 
sensor is included either in the switch part or the 
portable unit. 



10. A switching system with a pressure-based finger- 
is print sensor in accordance with the claim 7 in which 
the separated switch part and portable unit can be 
connected either electrically through a connector, 
by wireless, through an infra red beam, by magnetic 
coupling, or by static electricity. 

20 



25 



30 



35 



21 



EP 0 976 897 A1 




Y-DI RECTI ON 
REGISTER 




lOR 




1 RECTI ON 
ISTER 


SENS 


O — 

CC ^ 


1 


o — 
o o 


O CD 

1 bJ 

XQC 



22 



EP0 976 897A1 




23 



EP 0 976 897 A1 



FIG. 3 



C 



START 



3 



FINGERPRINT ENCODING 
PROCESS 



SOI 




MATCHING PROCESS 



SOS 



REGISTER FINGERPRINT 
CODE TO EEPROM OR 
HDD 



OUTPUT THE MATCHING 
RESULT 



S05 



C 



END 



24 



EP 97,6 897 



Page 25.of..?>§ 



EP0 976 897A1 



FIG. 4A 




25 



EP 0 976 897 A1 



1 00 (A) 



FIG. 5 



PRESSURE-BASED 

FINGERPRINT 

SENSOR 



213 



TIME 

DETERMINING 
UNIT 



201(12) 



CODING UNIT 



ALARM UNIT 



T 
214 



.10 



202(12) 



CODE 

REGISTRATION 
AND RENEWAL 
UNIT 



204(12) „ ^203(14) 



MATCHING UNIT 



206 



205a (CD) 
215 



CODE RECORDING 
UNIT 



UNAUTHORIZED 
CODE RECORDING 
UNIT 



CODE OUTPUT 
UNIT 



208 



ACCESS LIMIT 

DETERMINATIONM 
UNIT 



ME 

DETERMINING 
UNIT 



aOCK UNIT 



7^ 
216 



I 



ACCESS LIMIT 
RECORDING UNIT 



209 
207 



ACTUATOR 
DRIVING UNIT 
(LOCK RELEASE)U 



ACTUATOR 
DRIVING UNIT 
(LOCK) 



211 



OPENING/CLOSING 
RECORDING UNIT 



.205b(C. D) 
^212 



OPENING/CLOSING 
RECORD OUTPUT 
UNIT 



26 



EP 0 976 897 A1 

FIG. 6A 



1 

4 




FIG. 6B 

47 




27 



EP 0 976 897 A1 





28 



Page 29 o f 65 



EP 0 976 897 A1 



FIG. 8 




29 



EP .976 897, 



EP 0 976 897 A1 





30 



E P 9 7.6 897 



P age 31 of 65 



EP0 976 897A1 



FIG. lOA 




EP0976 897A1 



FIG. 11A 




FIG. 11B 



67 



22 



C- 



CONTROL 
CIRCUIT 



B 



MATCHING 
CIRCUIT 



23 



68 



32 



EP 976 897 



Page 33 of 65 



EP0976 897A1 




33 



EP 0 976 897 A1 



FIG. 13 




34 



EP 97 6 897 



EP 0 976 897 A1 



FIG. 14 




35 



EP 976 897 



EP0 976 897A1 



FIG. 15 




36 



Page 37 of 65 



EP 0 976 897 A1 



FIG. 16 




FIG. 17 




37 



EP 0 976 897 A1 



FIG. 18 

80 




38 



EP 0 976 897 A1 



FIG. 19 




39 



EP 0 976 897 A1 



FIG. 20 



A 84 




40 



EP0 976 897A1 



FIG. 22 




41 



EP 976 897 



T 

■4- 



Page 42 of 65 



EP 0 976 897 A1 



FIG. 24 

87 




88 



42 



EP0 976 897 A1 



FIG. 25 

^89 




EP 0 976 897 A1 



FIG. 27 




EP 97.6 897 



Page 45 of 65 



EP 0 976 897 A1 



FIG. 28 




97 



45 



EP 0 976 897 A1 




< 



cc 

UJ 

_J 

o 
cc 



o 
o 





CO 




7 


1— 






UNI 



Y-DIRECTION 
REGISTER 



cc 
o 

CO 



o — 
cc ZD 

o — 



O 



CO 
CO 



l_. 



t— Csj 
CO CO 



>• 
>< 

CO 



DATA TRANSMISSION UNIT 



CO 



< 

cc 



o 
cc 



CO — DC 
— QCO 

UJGC 

I CPLU 

Q-U.O 



o 

DC 
O 

(D 
X 











CO 




O 


o 








FLAS 



h 

CM 



CSJ 



I — CO f 

jLir 



o 
o 

cc 

OL. 



o 

o 

cc 



o 
o 

cc 

OL, 



o 



cc 
or 



cc 

O 



QC 
CO 



oc 



46 



EP 0 976 897 A1 




47 



EP 976 897 



Pag e? 48 of 65 



EP0976 897A1 



to 

CM 




48 




49 



r age 50 Qf eiS 



EP 0 976 897 A1 




50 



EP 0 976 897 A1 




51 



976 897 



EP0 976 897A1 



FIG. 35 

66 




52 



EP 0 976 897 A1 



FIG. 36A 



A — □ 




s 




T 
305 



306 



304 



FIG. 36B 



CARD WRITER 



SENSOR UNIT 



RAM 



■13 



DSP 



12 



7—^ 



CODE OR] TING 
UNIT 



308 



11 



CARD 



306 



53 



EP 0 976 897 A1 




EP 976 89.7 



Page 5v5 of65 



EP 0 976 897 A1 




55 



EP 976 897 



f 



Page 56 of 65 



EP0 976 897A1 



FIG. 39 




56 



Pag e 5 7 of 65 



EP 0 976 897 A1 



FIG. 40A 



FIG. 40B 




CENTRALIZED LOCK 
MANAGEMENT DEVICE 



312 



CPU 



JZ. 



313 



ROM 



314 



RAM 



COMMUNICATION 
l/F 



INPUT KEY PAD 



SENSOR UNIT 




57 



EP 976 897 



Page 58 Of 65 



EP 0 976 897 A1 



CO 

cvj 

CO 









o o 


oo 


O— J 






i 


I 


oo 








o 








LXI 




-J 







o 

LL 




58 



EP 0 976 897 A1 



FIG. 42 




ERROR (ALARM DISPLAY) 



LOCK RELEASE 



C END ) 



S113 



59 



EP 0 976 897 A1 



00 
O 

LL 



cccn 

CO^ OH- 

O — OS 

I— J— QC 
OOOH- 
LU LULU CO 

m LULU — 

o 




60 



Page 61 of 65 



EP 0 976 897 A1 



FIG. 44 




61 



EP 0 976 897 A1 



FIG. 45 




62 



gE97i6897. 



EP 0 976 897 A1 




63 



EP 0 976 897 A1 



INTERNATIONAL SffARrH REPORT 




IfltanntKMiftl tppttntiop No* 

PCT/JP97/04895 


A. CLASSmCAltON OFSUBIECr MATIER 
Int. Cl^ B05B49/00, G01L5/00 






AcoonSpg to lutPHubond FrteK CU«iCcatioo (IPC) oc to bo<fa natioc 


al cUMiCatioi 


iiadlPC 


B. FIELDS SEARCHED 



Int. Cl^ E05B49/00, G01L5/00 



Jitsuyo Shinan Koho ^ 1926 - 1996 Jitsuyo Shinan Torglcta 
Kokai'^JitBuyo Shinan K<*o 1971 - 1997 Koho 1996 - 1998 
Toroku Jitmivo Shinan Koho 1??4 - 1998 



Etedwic dtti hnt coMnHed dmrim ihe ttuimtloMl mutk (naae of 4ia bwc tad, wtwro jwacHoibte, 



a DOCUMENTS CONSmERED TO BERELSVANT 





Ch>ticn of timiiuuuut, with iiMlicitioo« wbwe appropriala, of the relcvmnt pMsagci 


Rfltevmnt to dsim No. 


Y 


JP, 63-204374, A (Enix Corp.), 
August 24, 1988 (24. 08. 88), 
Claims (Family: none) 


1-10 


Y 


JP, 1-254827, A (Bnix Corp.), 

October 11, 1989 (11. 10. 89), 

Page 5, upper left column, line 12 to upper 

right column, line 5 (Familys none) 


1-10 


Y 


jp, 5-61966, A (Mataushita Electric Industrial 
Co • , Ltd . ) , 

March 12, 1993 (12. 03. 93), 

Column 5, lines 26 to 36 (Familys none) 


1-10 


Y 


JP, 7-174649, A (Enix Corp.), 

July 14, 1995 (14. 07. 95), 

Coltunn 5, lines 14 to 24 (Family: none) 


1-10 


Y 


JP, 8-68704, A (Bnix Corp.), 
March 12, 1996 (12. 03. 96), 
Claims (Family: none) 


1-10 



in eke oomiaiialiao of Boot C. | \ See potent fMnily onnex. 




>ef ae tft wUck is ool eonidflnd 



w iflif ail I t' r T Hlinoil fWT^ itoh *^ ax ■ mil of t un t ail tr ntem et; 

nea loioriQr cWH(o)erwMek b a^^tea^daflBOMMifatekao 
don of ttoaer dmfaa or oaor 



betcMto 
(ten 



diKiomBit oWi eihlliitluB or octet 
lotwMdoMi ntii« daiB bet bt»r au 




**a** dOOUBBT 



Dbio of Ae oohiol oooiplelioii of Ibe mtmiiittopol oeudi 
February 2, 1998 (02. 02. 98) 


Dale of flaailiOig of the intematioBal eearcfa report 

February 10 V 1998 (10. 02. 98) 


NafDO and ouUing addma of ibe ISA/ 

Japanese Patent Office 
Facaimile Na 


Authorised officer 
TekphoaeNo. 



Form PCT/ISA^IO (aecood abed) (July 1992) 



64 



EP 0 976 897 A1 



INTERNATIONAL SEARCH REPORT 



I applic»tioo Na 
PCT/JP97/04895 



C (OoDtinustiaa). DOCUMENTS CONSIDJURCD TO BE RELEVANT 



C^tegofy* 



JP, 62-101777, A (Shiroki Co., Ltd.), 
May 12, 1987 (12. 05. 87), 

Page 2, upper right column, line 3 to lower 
left column, line lOt Figs. 1, 2 (Family: none) 

JP, 5-233896, A (Minister of Posts and 

Teleconanunications) , 

September 10, 1993 (10. 09. 93), 

Column 5, lines 4 to 30| Fig. 1 (Family: none) 

JP, 5-263558, A (Fujitsu Ltd.), 
October 12, 1993 (12. 10. 93), 

Column 4, lines 12 to 45; Fig. 1 (Family: none) 

JP, 7-14048, U (Nippon Dry-Chemical Co., Ltd.), 
March 10, 1995 (10. 03. 95), 
Claims (Family: none) 



1-10 



1-10 



1-10 



1-10 



Fonn PCryiSAAlO (oontiauation 



sheet) (July 1992) 



65 



